Quick Installation Guide

ISPAIR 54Mb CPE 510 Series

Package Contents:

Netkrom CPE unit
Brackets and 2 screws
PoE Injector

Power Adapter

2 Zip Ties

CD-ROM
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1. Hardware Installation

Warnings

e Do not work on the system or connect or disconnect cables during periods of lightning activity.

NETKROM shall not be liable for incidental or consequential damages resulting from the furnishing,
performance, or use of this manual.

Do not locate the antenna near overhead power lines or other electric light or power circuits, or where it
can come into contact with such circuits. When installing the antenna, take extreme care not to come
into contact with such circuits, as they may cause serious injury or death.

Only trained and qualified personnel should be allowed to install, replace, or service this equipment.

To meet regulatory restrictions, the radio and the external antenna must be professionally installed. The

network administrator or other IT professional responsible for installing and configuring the unit must
be a suitable professional installer. Following installation, access to the unit should be password
protected by the network administrator to maintain regulatory compliance.

The ISPAIR CPE 510 and PoE injector can be damaged by incorrect power application. Read and
carefully follow the installation instructions before connecting the system to its power source.




Package contents

Take a moment to ensure you
have all of the following parts
in your Outdoor Waterproof
Unit installation kit before you
begin installing the product. If
any parts are missing, please
contact your local vendor or
contact us, please see the
contact information in Section
7.

ISP-CPES10




Setup Requirements

Before starting, please verify that the
following is available:

e CAT5/5e or FTP Outdoor Ethernet
cable (from the CPE to PoE Injector)

At least one computer is installed with
the NNMS and a wired or wireless
network interface adapter

TCP/IP protocol is installed and IP
address parameters are properly
configured on all your network’s nodes

Important!

e Configure and verify the CPE
operations first before you mount the
unit in a remote location.

You may need to install a lightning
arrestor to protect your CPE from
lightning.

For choosing the best location for your
CPE choose an elevated location
where trees, buildings and large steel
structures will not obstruct the antenna
signals and which offers maximum
line-of-sight propagation with the
users.




ISPAIR CPE 510 Installation

OUTDOOR

CATS UTP Cable _» ©
Ethernet + DC Power

Main Electrical Supply

INDOOR




Step 1

Connect one end of a Cat5 Ethernet cable to
the LAN OUT port of the PoE Injector and the
other end of the Ethernet cable to LAN 1 port
of the access point. Finally, connect the LAN
IN port of the PoE injector to a switch or PC
using another Cat5 Ethernet cable.

For the Netkrom PoE, the recommended length
of the Category 5 cable is up to 260 feet or 80
meters.

Step 2

Connect the power adapter included in the
Netkrom PoE kit to the main electrical supply
and the power plug into the socket of the PoE
injector.

Now, turn on your power supply. Notice that
the POWER LED has lighted up. This
indicates that the ISPAIR CPE 510 is receiving
power through the Netkrom PoE Injector and
that connection between your CPE and your
network has been established.

Note:

Please use the power adapter provided in the
package. Using a power adapter with a
different voltage rating will damage this
product.




Mounting the ISPAIR
CPE 510 on a Wall

Netkrom CPE device can be mounted on a wall
as shown in following:

1.- Hold the catches upward as shown in the
figure.

2.- While still holding the catches, push the
cover outwards.

3.- Align the bracket to the wall, Use the
bracket as a guideline, make 4 marks and drill
4 holes into the wall.

Next, secure the brackets to the wall as shown
in the figure on the right.

4.-Align the main unit with the bracket to
attach them as shown in the figure.

5.- Next, fasten two screws that are provided in
the packaging to secure the main unit to the
bracket.




Mounting the ISPAIR
CPE 510 in a Pole

1.- Hold the catches upward as shown in the
figure.

2.- While still holding the catches, push the
cover outwards.

3.- Use metal straps to secure the bracket to the
pole. Place the straps through the slots in the
bracket and then around the pole. Tighten the
straps.

4.-Align the main unit with the bracket to
attach them as shown in the figure.

5.- Next, fasten two screws that are provided in
the packaging to secure the main unit to the
bracket.




2. NETKROM NMS

NETKROM Network Management System (NMS) is a java based graphical user interface application, running
on any operating system, providing ability to manage the wireless device remotely over the IP network.
Its main purpose is to serve as a network tool for administrating and monitoring the wireless device. The NMS
allows the user to setup all important hardware and software parameters of the device according to the user's
requirements. Moreover, it has the ability to display information for data flow, device status, and event logging.

Installing The NMS

Step 1

Please visit http://www.netkrom.com and click Imm

on tab Support and click on Download Drivers.
port = Download Firm:

Download the latest version of the Netkrom Manusls
Network Manager. Wireles RMA

Step 2

After the download is completed, run the
NMS installer.

Step 3

Follow the wizard installation instructions. Welcome to the Netkrom NMS
Setup Wizard

Thiz will install Metkrom MMS 1.1.19 on your computer.

It is recommended that vou close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup

Cancel



http://www.netkrom.com/

Step 4

Select Destination Location
Where should Metkrom NMS be installed?

Please select the folder the NMS application
WIH be installed and press the next button. J Setup will install Metkrom NS into the following folder.

To continue, click Nest. If vou would like to select a different folder, click Browse,

C:\Program FileghMetkromMiS Browse. ..

At least 48,2 MB of free disk space is required.

< Back Mest » Cancel

Step S TeGe : s oox)
Completing the Netkrom NMS
Finally, the installation process has finished Setup Wizard

Setup has finished installing Metkrom MMS on wour computer.
The application may be launched by selecting the installed

icons.

Click Finigh to exit Setup.

Finizh

Step 6

=

File Tools Utilities Help

Now you can run the Netkrom NMS on your sLE
| network Topoiogy [ Device List |
system. an aas

NETKROM
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Frmaeveson | | jeyLewm | —
Up Time (ebbvinis): NS chivity

Profile loaded succesfully




3. PC Configuration

Now you need to establish connection between your PC and the ISPAIR CPE 510. You need to use the
Netkrom NMS application to configure the radio, by default the ISPAIR CPE 510 has the IP address
192.168.1.3. Therefore, your PC must be in the same network segment as the ISPAIR CPE 510 is to get
Ethernet connectivity.

Step 1

t:‘, Metwork Connections

Go to Start button then go to My Network LAN or High-Speed Internet

Places and finally click on Network ocal Area Coggectia S
Create a nesws connection :
Disable
s

Connections. Set up a home or small i sStatus

of fice network:

. . Change Windows Firewall
Right-Click over your network adapter and | settings Bridge Connections

select Properties. Disable this network device
Repair this connection

Repair

Create Shortouk

Rename this connection Rename

Wien status of this :
conneckion Propetties
Chanoe settings of this

Step 2

. Thiz connection uses the following items:
Select the Internet Protocol Option and then B8 Ciant for Microsoft Networks

click in Propertles. gFile atd Printer Sharing for Microzoft Networks
QQDS Packet Scheduler
Internet Protacol [TCFAP)

[nstall... Urirztall

Macmrinbine

Step 3

() Obtain an IP address autamatically

Now configure the IP Address of your network _
{®) Uze the following IP address:

adapter with an IP in the same IP Network of
your ISPAIR CPE 510 as it is shown in the I address: | 132 168 . 1 . 100 |
picture, you don’t need to assign any gateway e TR i (285 255 285 0 |
address.

Default gatewan: | : : : |

Then click in OK button and Close button.

H Cancel ]




4. Common Configurations

Find below typical and basic configurations using our units. For advanced features please refer to the user

manual.

Getting Started

In order to start configuring your ISPAIR
CPE 510 you need to create a new node:

Right click anywhere in the topology map,
and then click the Insert new node button.

The default IP address of the radio is:
192.168.1.3, the default password of the
radio is: admin, use any alias.

Make sure you have configured in your PC
an IP address like 192.168.1.x with netmask
255.255.255.0 and be able to ping the IP
address 192.168.1.3. Click the Add button.
The icon will appear in the topology map.

If the newly inserted node has successfully
responded to a network probe, a green
outline appears around the icon. A red
outline indicates the node is not responding.

You can manage and configure a variety of
operating parameters of network nodes from
the Node Shortcut Menu, which can be
accessed by giving a right click any node in
the topology map and select the Advance
Node Configuration option.

File Tools Utilties Help
PE=
| NetworkTopoloay | Devce st |

“—), NETKROM
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Node List Topology Map

=)

Status Fowareveson [ | keyLevet
Node Status UpTmewnmsy [ ] news Conncetrty: ||

Profile loaded succesfully

IP Settings Displayed Icon

IP Addross: alias: =

SSH Settings % E
P &= J
Dest Port:

[ e ][ ok ][ cancer |

File Tools Utilies Help
s4E

[ Metwork Topology [ Device List
AW RER

2 Netkrom NOC
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Netkrom NOC
]

Status of node Core Ope.. Firmwrare Version;

Up Tine (@hbnisy (0000




Wireless Bridge Setup

By default the ISPAIR CPE 510 is a router, if
you want the ISPAIR CPE 510 to work as
bridge please read this chapter. As soon as
you manage to connect to your ISPAIR CPE
510 you can start configuring it. Check the
picture of the NMS user interface.

Create a new bridge clicking in the Add new
bridge button.

Now assign a name for the bridge interface.

File Tools Utilities Help

Y|

| Advanced Configuration of node: " " ‘

| Configuration [ Statistics 1 System Properties 1
Methiork

Wireless | Dynamic Routing Firewall Senices HotSpot

IP Configuration

{ Intetface Configuration | Static Routing

[ !T;F;;ZS paddress [0 |0 |0 [0 |
subnet [0 1fo_Jlb Jo— |

8 atho
EnableDisable Selected Interface [

PTIPIPAddress [0 |0 |0 o |
macapbress [0 Jfo [0 ] Jfo ][]

MAC Spoofing:  [] STP Enable: []

Global Settings
petautow [0 |0l b ] ows1 0 flo flo o |
IP Forwarding ows2 [0 Jlo Jlo b |

\firtual face Commands

+  Add new Iface
% Delete face

Hetwork Bridge Ci ands
=+ Add new bridge
X Delete Bridoe
O3 InsettInterface
B0 Remove Interface

Tahle Wiew

IP seftings retrieved succesfully

File Tools Utilities Help
i % [

| Advanced Configuration of node: " " |

| Configuration [ Statistics 1 System Properties I
MNetork

Wireless Dynarmic Routing Firewall Services Hot8pot

IP Configuration

{ Interface Configuration Static Routing

PIPIPAddress [0 |0 J[o o]
macaporess [0 Jo Jfo Jlo Jfo ][]

MAC Spoofing: [ STP Enable: [ ]

o @éﬁ;zs Patdoss B 5 18 15 ]
sumet T g

8 atho
EnableDisable Selected Interface [

Global Settings

Defautow [0 [0 o]0 ]

IP Forwarding

+  Add new bridge

2 Delete Bridge
08 Insert Interface
a0 Remove Interface

os1 [0 Jo Jo b |
ons2 [0 _Jb I Jpb |
irtual Iface Commands

+  Add new Iface
£ Delete Iface

Tahle View

IP settings retrieved succesfully

Bridge Mame hrEI| -




Now you need to insert the interface into the | == s
Bridge interface, select interface ethO and || & & B

‘ Advanced Configuration of node: " " |

click in the Insert Interface button. [ Contyursion |REEETER{RETSETIOREE

MNettiark | Wireless | Dynamic Routing Firewall Services HotSpot

IP Configuration

‘ Interface Configuration | Static Routing

ik 1P Address PIPIPAddress [0 |0 |0 o]
ﬂ subnet (255 | [255 |[255 | ]  macaporess (1 ][0 s [T Jfee ][]

E8) atho EnableDisable Selected Interface MAC Spoofing: [  STPEnable: [

Global Settings
pefaurew [0 10 Jo Jo| ons1 oo Jlo |
IP Forvearding onsz [0 Jo Jo o |

Network Bridge C Virtual Iface Command:

+  Add new bridge 4+ Add new lface
»  Delete Bridge ¥ Delete Iface

L 8 Insert Interface

Tahle View B0 Remove Inferface

IP settings retrieved succesfully

Now you need to select the bridge interface,
select br0O and click in the submit button.

Select Bridge:

| Submit

In the interfaces field you can see the ethO (J InterFaces
interface underneath the br0 interface. ? bro
ethi

HE atho

By default the wireless interface (athQ) is Interface Configuration | Static Routing |
disabled, you need to enable the interface to i) InterFaces paoress 5161616
be operational, select the athO interface and ? o

check the box Enable/Disable Selected ethe st 010 I Il
Interface.

H5 atho EnableDisable Selected Interface

Finally, you have ethO and athO underneath J ntertaces
the bridge which means the ISPAIR CPE 510 & B 1r0

is a bridge. B etho
Click in the Submit button and then in Save B atho
Node Configuration to save the changes.




AP Client Mode

The ISPAIR CPE 510 is basically used as a
Client unit under a Point to Multipoint
Application. This type of application is
usually used by WISPs (Wireless Internet
Service Provider).

Configure the Client device to operate in
Access Point Client Mode and perform a
Site Survey.

Select AP Client from the
Operational Mode Drop Down Menu.
Click the Site Survey button

Selected

Central Site
Wireless ISP Base Station
(AP Made)

ISP-CPES10

AP Client =4
=

ISP-CPE510
AP Client

SH
File Tools Utilities Help

=4[

| Aavanced Configuration of node: * * |
| configuration | statistics | System Properties |

l ISP-CPE510
5 AP Client

ISP-CPE510
AP Client

Wetwork | Wireless | Dynamic Routing | Firewall | NAT | QoS | Sewices

Wireless Configuration

Selected Wireless Interface: | ath0 [=]

DHCP | WAkl | VLAN | HotSpot

SetGe us [~

Channel Width: WHz

OpMod;

R Selected Operational Mode: AP Client

Rardio

Securily s ap-client [ettion [ R I AT

Atheros

Preferred SSID: ‘
Preferred BSSID:
state: L |
Rate: l:l Mbps

Link Quality
Site Survey

Signal Level

Wireless configuration retrisved succesfully




Connect with the desired Access Point. Select
the desired ESSID from the Site Survey Pop-
up Menu.

Click the Connect button

As soon as the devices get connected, the
connection status bar informs you about the
link quality and the Signal Level.

Repeat the Client Mode steps to add more
Clients to the Point-to-MultiPoint connection.

BSSID Channel Encryption

Link Quality |Power (dB...|Moise (dE...

00:30:48:3F:1.. 2462
00:80:48:3F:3... 2462
06:30:48:3F:2. 2462
00:30:48:3F:2. 2462

MONE
MNOMNE
MONE
WWFPA

Wireless Netkrom 2
Metkram Free
Wireless MNetkrom

ek - -95
A% - -95
30% - -95
30% - -95

Connect ”’ Refresh

] ’ Continuous sc... ] ’

File Tools Utilities Help
I Advanced Configuration of nade: " " }

I Configuration ' Statistics ] System Properties I

MNettiork | Wireless | Dynamic Routing Firewall Services

Selected Wireless Interface: |ath0 =]

HotSpot

Wireless Configuration SetCe s [+]

Channel Width MHz

Ophode
Radio
Security

Selected Operational Mode:
AP-Client [retation | RemeatEr D TRr T

Atheros

[PreferredSSID: \Dev | ]

Preferred BSSID:  [00:80:48:3F:19:20

( state: [Associated | D
Mps

Link Quality

Rate:

Signal Level
B -79dbm

Site Survey

Wireless Configuration set succesfully




Static IP Routing (No
Bridge Mode)

To configure Static IP Routing, select the
Static Routing tab, located under Network
tab. In the Static Routing tab you can
select the Routes tab or the Rules tab.

If you want to add static routes just click on
the add symbol as shown.

In the Destination box, type the destination
network or destination host address, in the
Subnet box, type the netmask for the
destination net. (255.255.255.255 for a host
destination and 0.0.0.0 for the default
route), in the Default Gateway box, type
the gateway address (if required), In the
Interface drop down list, select the
interface to which packets for this route
will be sent. To accept your settings, click
the Insert New Route dialog Submit button,
then click the IP Configuration pane
Submit button to complete the process.

et

File Tools Utilities Help

Y

| Advanced Configuration of node: " " |

| Configuration f Statistics } System Properties ‘

MNettark | Wireless | Dynamic Routing | Firewall | NAT | QoS | Serices | DHCP | WyAR | WLAN | HotSpot
IP Configuration

|ImerTace Configuration [ | Static Routing |
Entries Commands 1 it Tahle Commands: (% %] |Tahles

Routes fm]

Destination \ Subnet GateWyal | Freferred Source \ Distance \ Interface
192.168.100.0 265.2662550 0.0.0.0 192.168.100.1 o athl
192.168.1.0 265.255.2550 0.0.0.0 192.168.1.254 1} ethl
0.0.00 0.00.0 19216811 0.0.0.0 i} ethd

IP settings retrieved succesfully

Intetface Caonfiguration ] Static Routing |
Entries Commands: [LTP_“ x | 'j?fl| L | 4 |
Routes f Rules Add & new entry

Destination | Subnet | Gatelay

Destination:
Subnet:

Default Gateway:
Preferred Source:

Distance:
Interface:

| Submit




5. Web Based Interface

The ISPAIR CPES510 supports a Basic Web Interface. For advanced features please refer to the User Manual

using the Netkrom NMS.

Getting Started

At the Address bar, type http://192.168.1.3
and press Enter.

At the login popup window, fill the blanks as
follows:

User: admin
Password: admin

You will then reach the home page of your
ISPAIR CPE510 Web interface.

(- Web Conf - Windows Internet Explorer

6@; ~ | & httpijiaz.68.1.3

/- Web Conf - Windows Internet Explorer

@_\E} ~ &l hepugitez.18.1.3

e

i Fle Edit View Favorites Tools Help

W & IQWeh Cork

Connect to 192.168.1.3
b
b
The server 192,168.1.3 at localhost requires a username
and password,
Warning: This server s requesting that your username and

password be sent in an insecure manner (basic
authentication without & secure connection).

Usuario: € admin v

[CJRecordar contrasefia

Contrasefia:

Waiting For http:/{192.188.1 3/egi-bin/webaouljwebgui.cg... H100% -

& Internet

(= Status - Windows Internet Explorer

5‘\;’ ~ | hup:JJ192.168.1,3jcg-binjwebguifwebgui co

] (42| [x] [seoae

Elle Edt Yiew Faverites Toos Help

% lgstalus BB @ e

0 Tooks ~ @~

=F

Status | Configuration | System Operations

Status » System

Status

Status.

System [ Wireless Status ” System Status ]
Wireless

Configuration
System State

Network
Version

2.4.0, level 2
Wireless

Uptime

CPU Usage 9% ]

I

System Operations 0d/0h/0m/18s

Free Memory

~

@ Internet

& 100% v



http://192.168.1.3/

6. Advanced Configuration

. — Configuring AP mode: Please go to page 51 of User Manual.

. — Configuring VLANS: Please go to page 40 of User Manual.

. - Advanced Routing Configuration: Please go to page 43 of User Manual.

. - Advanced Wireless Configuration: Please go to page 49 of User Manual.

. - Wireless Security Settings: Please go to page 63 of User Manual.

. - Configuring Atheros Advanced Capabilities: Please go to page 67 of User Manual.
. - Firewall and NAT: Please go to page 73 of User Manual.

. - DHCP Server, Client, Relay: Please go to page 87 of User Manual.

. - Quality of Service: Please go to page 99 of User Manual.




7. Congratulations

With these basics steps you can enjoy your wireless link without problems, please for more information about
the capabilities and advance configuration of our product please see the user manual.

Contact Information

Address:
2134 NW 99th Avenue, Miami FL 33172

Phones:
(+1) 305-418-2232

Fax:
(+1) 305-418-9266

Sales and ordering:
American Customers: salesusa@netkrom.com
Worldwide Customers: sales@netkrom.com
Latin American and Spanish Customers: ventas@netkrom.com

Technical Support :
Worldwide and English Customers: support@netkrom.com
Latin American Customers: soporte@netkrom.com

NETKROM
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