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CChhaapptteerr  11::  PPrroodduucctt  OOvveerrvviieeww  
IINNTTRROODDUUCCTTIIOONN  
AIRNET Outdoor Bridge Point to Point kit series are used to provide internet 
access to end-users using point-to-point architecture at 54Mbps in 900MHz, 
2.4GHz, 3.5GHz and 5GHz frequency bands. Wireless data links take place 
where there is no infrastructure for internet access or in places where 
bandwidth offered by current channels is too low. With our wireless equipment 
you can get high bandwidth on very long distances at very reasonable price. 
Our equipment provides various features including Routing, Firewall NAT, DHCP, 
bandwidth control and many more. 
 
The AIRNET Outdoor Bridge Point to Point kit series with Integrated Antenna is 
the most comprehensive wireless solution, which includes powerful wireless 
router with Power over Ethernet (PoE) feature, all embedded in high-gain 
directional antenna. Flat Panel Antenna offers wide territorial coverage with no 
signal waste and the Power over Ethernet injector provides the possibility to 
deliver both necessary power and data to your router (which is attached to the 
antennas) over a single Ethernet cable. 
 
 

FFEEAATTUURREESS  AANNDD  BBEENNEEFFIITTSS  
 
•   Cost effective solution 
•   Complete Outdoor Weatherproof  Solution 
•   All-in-One Wireless device (radio and antenna in only one package) 
•   Integrated Power over Ethernet 
•   Web Management and SNMP support 
•   High-speed wireless data links (Up to 54Mbps) 
•   Connection distance up to 15 miles (24km) 
•    Virtual AP (Multiple SSID) 
•    WDS2 
•   Firewall, NAT, IP Routing, DHCP 
•   Bandwidth control 
•   High level security with full 64/128Bit WEP Encryption 
•   Atheros XR Chipset - Advanced long-range features 
•   WDS - Wireless Distribution System 
•   Antenna Alignment and Wireless Site Survey 
•   Fast and simple installation for base station and Clients 
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WWHHEENN  TTOO  UUSSEE  WWHHIICCHH  MMOODDEE  
The AIRNET Outdoor Bridge Point to Point kit series is versatile in the sense that it 
may operate in seven different types of modes: Access Point Mode, Client 
Mode, Point to Point, Point to Multiple Point, Wireless Routing Client , Gateway 
and Wireless Adapter. 
 
This section presents a brief outline of the different network applications that 
can be accommodated through the different modes of the AIRNET Outdoor 
Bridge Point to Point kit. 
 

AACCCCEESSSS  PPOOIINNTT  MMOODDEE  

This is the default mode of your AIRNET Outdoor Bridge. The Access Point mode 
enables you to bridge wireless clients to access the wired network infrastructure 
and to communicate with each other. 
 

 
 
 

In the example above, the wireless users will be able to access the file server 
connected to the switch through the AIRNET Outdoor Bridge in Access Point 
mode. 
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AACCCCEESSSS  PPOOIINNTT  CCLLIIEENNTT  MMOODDEE  

In Access Point Client mode, the AIRNET Outdoor Bridge acts as a wireless client 
that can operate wirelessly with another access point to perform bridging 
between two Fast Ethernet networks. The Access Point client cannot 
communicate directly with any other wireless device. 
 

 
 
In the example above, the workgroup PCs will be able to access the PCs 
connected to the AIRNET Outdoor Bridge in Access Point Client mode. 
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WWIIRREELLEESSSS  RROOUUTTIINNGG  CCLLIIEENNTT  MMOODDEE  

An application of this mode would be for the Ethernet port of the Wireless 
Routing Client to be used for connection with other devices on the network 
while access to the Internet would be achieved through wireless 
communication with wireless ISP. 
 

 
 
 
The above illustration describes how this mode operates. 
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GGAATTEEWWAAYY  MMOODDEE  

 
Or put it more simply, Broadband Internet sharing in a wireless network! 
 
Since the AIRNET Outdoor Bridge supports several types of broadband 
connections, the first step in setting up the AIRNET Outdoor Bridge as a 
Broadband Internet Gateway is to identify the type of broadband Internet 
access you are subscribed to.  
 

 
 

Static IP address 
Use this type of connection if you have subscribed to a fixed IP address or to a 
range of fixed IP addresses from your Internet Service Provider. 
 
Dynamic IP address 
When powered using this type of connection, the access point requests for an 
IP address which will be automatically assigned to it by your Internet Service 
Provider.  
 
This type of connection applies for instance, to: 
• Singapore Cable Vision subscribers 
• @HOME Cable Service users 
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PPP over Ethernet (PPPoE) 
Select this type of connection if you are using ADSL services in a country utilising 
standard PPP over Ethernet for authentication.  
 
For instance:  
If you are in Germany which uses T-1 connection or  
If you are using SingNet Broadband or Pacific Internet Broadband in Singapore. 
 

 
PPTP 
Select this type of connection if you are using ADSL services in a country utilising 
PPTP connection and authentication. 
 

WWIIRREELLEESSSS  AADDAAPPTTEERR  MMOODDEE  

 
Similarly to the Access Point Client mode, the AIRNET Outdoor Bridge used in this 
mode, is able to communicate wirelessly with another access point to perform 
transparent bridging between two networks. 
 
However here, the Wireless Adapter connects a single wired workstation only. 
No client software or drivers are required while using this mode. 
 

 



Product Overview 
 

7 

TTRRAANNSSPPAARREENNTT  CCLLIIEENNTT  MMOODDEE  

In Transparent Client Mode, the access point provides connection with an 
access point acting as the RootAP. This operation is designed for the 
implementation of Point-to-Point and Point-to-Multipoint connections 
 
 

 
An access point acts as Root AP and 1  An access point acts as Root AP  
other access point acts as Transparent  and several other access point 
Client.  acts as Transparent Clients.  
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RREEPPEEAATTEERR  MMOODDEE  

The access point comes with a built-in Repeater Mode to extend the range, 
and substantially enhance the performance of the wireless network by allowing 
communications over much greater distances.  
 
In Repeater Mode, the access point acts as a relay for network signals on the 
network by regenerating the signals it receives, and retransmitting them to 
extend the range of the existing network infrastructure.  
 
Detailed information on the Repeater Mode is available in the Repeater Setup 
section.  
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CChhaapptteerr  22::  HHaarrddwwaarree  IInnssttaallllaattiioonn  
  
WWAARRNNIINNGGSS  
 
• Do not work on the system or connect or disconnect cables during periods of 
lightning activity. 
 
• Do not locate the antenna near overhead power lines or other electric light 
or power circuits, or where it can come into contact with such circuits. When 
installing the antenna, take extreme care not to come into contact with such 
circuits, as they may cause serious injury or death.  
 
• Only trained and qualified personnel should be allowed to install, replace, or 
service this equipment. 
 
• To meet regulatory restrictions, the radio and the external antenna must be 
professionally installed. The network administrator or other IT professional 
responsible for installing and configuring the unit is a suitable professional 
installer. Following installation, access to the unit should be password protected 
by the network administrator to maintain regulatory compliance. 
 
•The AIRNET Outdoor Bridge Point to Point kit and PoE injector can be 
damaged by incorrect power application. Read and carefully follow the 
installation instructions before connecting the system to its power source. 
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PPAACCKKAAGGEE  CCOONNTTEENNTTSS  
Take a moment to ensure you have all of the following parts in your Outdoor 
Waterproof Unit installation kit before you begin installing the product. If any 
parts are missing, please contact your local vendor or contact us at 305-
4182232. 
 
AIRNET Outdoor Bridge Point to Point kit - Package Content 

 
KIT CONTAINS: 
1. Two Netkrom AIRNET Outdoor Bridge Units 
 
2. Two Mounting brackets (include: 2 Wall/ Pole mounting system and 4 screw nuts 
 
3. Two PoE Injector 
 
4. Two Power Cables 
 
5. Two RJ45 Waterproof Connector System 
 
6. CD ROM 
 
7. Two 75’ Outdoor Rated CAT5e shielded cables 

2 

3 

4 

5 

7 

6 



Hardware Installation 
 

11 

 

SSEETTUUPP  RREEQQUUIIRREEMMEENNTTSS  
Before starting, please verify that the following is available: 
 
• CAT5/5e or FTP Outdoor Ethernet cable (from the AIRNET Outdoor Bridge to 

PoE Injector) 
• At least one computer is installed with a Web browser and a wired or wireless 

network interface adapter  
• TCP/IP protocol is installed and IP address parameters are properly 

configured on all your network’s nodes 
 
Important! 
 
• Configure and verify the AIRNET Outdoor Bridge kit operations first before you 
mount the unit in a remote location. 
 
• You may need to install a lightning arrestor to protect your AIRNET Outdoor 
Bridge kit from the lightning. 
 
• For choosing the best location for your AIRNET Outdoor Bridge choose an 
elevated location where trees, buildings and large steel structures will not 
obstruct the antenna signals and which offers maximum line-of-sight 
propagation with the users. 
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AAIIRRNNEETT  OOUUTTDDOOOORR  BBRRIIDDGGEE  PPOOIINNTT  TTOO  PPOOIINNTT  IINNSSTTAALLLLAATTIIOONNSS  
The diagram below shows the overall setup of AIRNET Outdoor Bridge unit.  
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SStteepp  11::    

Connect your UTP or FTP Outdoor cat.5 Ethernet cable with waterproof 
connector to the RJ-45 connector on the AIRNET Outdoor Bridge unit. Then 
connect the other end of the cable to the PoE injector. 
 
For the Netkrom PoE, the recommended length of the RJ45 Category 5 cable 
is up to 150 feet or 50 meters. 
 

1.- Remove the thin enclosure nut 
from the feedthru assembly. This can 
be discarded. Loosen the 
compression nut completely  

 
2.- Insert the RJ45 connector thru the 
feedthru assembly 

 

 
 

3.- Tighten the compression nut 
loosely to the feedthru assembly 

 
 

4.- Screw the entire feedthru 
assembly into the RJ45-ECS housing 
which is already mounted in the 
AIRNET Outdoor Bridge unit. There 
should be a rubber gasket between 
the two assemblies. Tighten the 
feedthru assembly to create a seal. 

 

enclosure nut 

feedthru assembly 

RJ45-ECS housing 

compression nut 
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5.- The final step is to tighten the 
compression nut until the gaskets are 
tight around the Cat5 cable. Always 
push the cable toward the 
connector while tightening to ensure 
good strain relief of cable to 
connector. 

  
 

SStteepp  22::    
From the PoE injector connect one cat.5 Ethernet cable to the AIRNET Outdoor 
Bridge unit and another cat.5 cable to a switch or PC.  
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SStteepp  33::    
Connect the power cable supplied in the Netkrom PoE kit to the main electrical 
supply and the power plug into the socket of the injector. 
Now, turn on your power supply. Notice that the POWER LED has lighted up. 
This indicates that the AIRNET Outdoor Bridge is receiving power through the 
Netkrom PoE Injector and that connection between your AIRNET Outdoor 
Bridge unit and your network has been established. 
 
Note: 
Please use the PoE injector provided in the package. Using a PoE with a 
different voltage rating will damage this product. 
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MMOOUUNNTTIINNGG  AAIIRRNNEETT  OOUUTTDDOOOORR  BBRRIIDDGGEE  IINN  TTHHEE  PPOOLLEE  OORR  TTOOWWEERR  

Netkrom AIRNET Outdoor Bridge device can be mounted on the pole or tower 
as shown in following: 
 

 

 
 
 
1.- Attach the mounting bracket to the back of 
the radio using the four  hex screws provided. (Do 
not over tighten the screws.) 
 
Note: The bracket in the illustration side shows the 
normal orientation which allows the wireless unit 
to be pointed up towards the base station 
antenna. However, if you live somewhere that 
would require you pointing the device down 
towards the base station antenna (for example, 
you are on the side of a mountain in view of the 
base station antenna below), reverse the bracket 
so the Netkrom wireless radio Unit can be “tilted” 
downward when you aim the AIRNET Outdoor 
Bridge in a later step. 

 
2.-  You can use the pipe bracket assembly for 
either thin or thick poles by just inverting the 
position of one of the elements as it shown on the 
right. 
 

 
3.- Mount the AIRNET Outdoor Bridge to the 
top of the pipe or other support and point the 
AIRNET Outdoor Bridge in the approximate 
direction of the base station antenna, then hand-
tighten the nuts on the mounting system. 
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CChhaapptteerr  33::  AAcccceessss  ttoo  WWeebb--bbaasseedd  
IInntteerrffaaccee  

 
 
There are two methods to access to the web-based Interface of your access 
point: 
 
••  TThhrroouugghh  oouurr  UUttiilliittyy  ––  uuCCoonnffiigg  

You can access to the web-based interface directly without the need to 
assign a different IP address to your PC. 

 
••  BByy  eenntteerriinngg  tthhee  IIPP  aaddddrreessss  ooff  tthhee  wwiirreelleessss  ddeevviiccee  iinn  tthhee  aaddddrreessss  bbaarr  ooff  

IInntteerrnneett  EExxpplloorreerr  
You need to assign an IP address to your PC, such as 192.168.168.x, where x 
can take any value from 2 to 254, so that it is in the same subnet as AIRNET 
Outdoor Bridge is. 

AACCCCEESSSS  TTOO  TTHHEE  WWEEBB  IINNTTEERRFFAACCEE  WWIITTHH  UUCCOONNFFIIGG  
The powerful uConfig utility has been designed to give you direct access to the 
Web interface. 
 

SStteepp  11::    
Insert the Product CD into your CD-ROM drive. The CD will run automatically. 
 

SStteepp  22::    
From the UUttiilliittiieess section, select to install the uuCCoonnffiigg utility to your hard disk. 
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SStteepp  33::    
When the utility has been installed, double-click on the uuCCoonnffiigg icon. The 
following screen will appear, click on the YYeess button to proceed. 
 

 
 

SStteepp  44::    
Select WWiirreelleessss--AAGG  AAcccceessss  PPooiinntt in the PPrroodduuccttss  LLiisstt section and click on the 
OOppeenn  WWeebb button. To retrieve and display the latest device(s) in the list, click 
on the RReeffrreesshh button. 
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SStteepp  55::    
Do not exit the uConfig program while accessing to the web-based interface. 
This will disconnect you from the device. Click on the OOKK button to proceed. 
 

 
 

SStteepp  66::    
At the login page, press the LLOOGGIINN!! button to enter the configuration page. 
The default password is “password”.  
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SStteepp  77::    
You will then reach the home page of your AIRNET Outdoor Bridge’s web-
based interface. 
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VVEERRIIFFYY  TTHHEE  IIPP  AADDDDRREESSSS  OOFF  TTHHEE  AAIIRRNNEETT  OOUUTTDDOOOORR  BBRRIIDDGGEE  WWIITTHH  
NNPPFFIINNDD  
Another utility program NpFind, intended to help you verify the IP address of 
your product. 
 
Follow the next steps to check the IP address of your AIRNET Outdoor Bridge. 
 

SStteepp  11::    
Insert the Product CD into the CD-ROM drive. It will automatically run. 
 

SStteepp  22::    
Click on UUttiilliittiieess and select NNppFFiinndd program to run it. 
 
The screen will then display the IP address of the device detected. 
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MMAANNUUAALL  AACCCCEESSSS  TTOO  WWEEBB--BBAASSEEDD  IINNTTEERRFFAACCEE  VVIIAA  IINNTTEERRNNEETT  
EEXXPPLLOORREERR  
For this method, you need to assign an IP address to your PC so that it belongs 
to the same subnet as your AIRNET Outdoor Bridge. In this example, we are 
using Windows XP for illustration. For Windows 98/98SE/2000/NT/ME, kindly refer 
to Appendix II “TCP/IP Configuration”. 
 

SStteepp  11::    
Go to your desktop, right-click on MMyy  NNeettwwoorrkk  PPllaacceess icon and select 
PPrrooppeerrttiieess. 
 

SStteepp  22::    
Go to your network adapter icon, right click and select PPrrooppeerrttiieess. 
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SStteepp  33::    
Highlight IInntteerrnneett  PPrroottooccooll  ((TTCCPP//IIPP)) and click on the PPrrooppeerrttiieess button. 
 

 
 

SStteepp  44::    
Select the radio button for UUssee  tthhee  ffoolllloowwiinngg  IIPP  aaddddrreessss. Enter the IP Address 
and Subnet Mask as 192.168.168.x and 255.255.255.0, where x can be any 
number from 2 to 254, except 1. In this example, we are using 192.168.168.160 
as the static IP Address. 
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SStteepp  55::    
Click on the OOKK button to close all windows. 
 

SStteepp  66::    
Next, in order to check if the IP address has been correctly assigned to your 
PC, go to SSttaarrtt menu, AAcccceessssoorriieess, select CCoommmmaanndd  PPrroommpptt and type the 
command ipconfig/all.  
 

 
 
 
Your PC is now ready to configure your AIRNET Outdoor Bridge. 
 

SStteepp  77::    
Launch your Web browser. Under the TToooollss tab, select IInntteerrnneett  OOppttiioonnss. 
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SStteepp  88::    
Open the CCoonnnneeccttiioonnss tab and in the LLAANN  SSeettttiinnggss section, disable all the 
option boxes. Click on the OOKK button to update the changes. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SStteepp  99::    
At the AAddddrreessss bar, enter http://192.168.168.1 and press EEnntteerr on your 
keyboard. 
 

SStteepp  1100::    
At the login page, click on the LLOOGGIINN!! button to enter the configuration 
pages. 
 

 
 

http://192.168.168.1/
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You will then reach the home page of your AIRNET Outdoor Bridge’s Web 
interface. 
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CChhaapptteerr  44::  CCoommmmoonn  CCoonnffiigguurraattiioonn  
 
 
 

MMAANNAAGGEEMMEENNTT  PPOORRTT  SSEETTUUPP  
At the Management Port Setup page, you may:  
Automatically obtain IP address from DHCP server. The default IP 192.168.168.1 
is used until a new IP is obtained. Access Point Clients also allows PCs 
connected to the Ethernet port to obtain IP from the DHCP server at the access 
point end network.  
Manually define IP address  
 
Follow these steps to automatically obtain the IP address from DHCP server.  
 
 
 

SStteepp  11::    
Click on TTCCPP//IIPP  SSeettttiinnggss from MMaannaaggeemmeenntt  SSeettuupp  from the CCOONNFFIIGGUURRAATTIIOONN  
menu. 

SStteepp  22::    

Select to AAuuttoommaattiiccaallllyy  oobbttaaiinn  IIPP  aaddddrreessss. 
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SStteepp  33::    
Select to either AAuuttoommaattiiccaallllyy  oobbttaaiinn  DDNNSS  sseerrvveerr address or UUssee  tthhee  ffoolllloowwiinngg  
DDNNSS  sseerrvveerr  addresses and enter the parameters, if any. 
 
In the MMaannaaggeemmeenntt  PPoorrtt  SSeettuupp page, refer to the table below to replace the 
default settings of Access point with appropriate values to suit the needs of 
your network. 
 
 
 

 
 

If you choose to AAuuttoommaattiiccaallllyy  oobbttaaiinn  DDNNSS  sseerrvveerr  aaddddrreessss. 
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If you choose to UUssee  tthhee  ffoolllloowwiinngg  DDNNSS  sseerrvveerr  aaddddrreesssseess.. 

 

SStteepp  44::    
Click on the AAppppllyy    button to save your new parameters. 
 
 

 
 
This table describes the parameters that can be modified in the Management 
Port Setup page if you select to Use the following DNS server addresses. 
 

Parameters Description 
Primary DNS IP 
Address 

Your ISP usually provides the IP address of the DNS server. 
 

Secondary DNS IP 
Address 

This optional field is reserved for the IP address of a secondary 
DNS server. 
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Follow these steps to manually define the IP address. 

SStteepp  11::    
Click on TTCCPP//IIPP  SSeettttiinnggss from MMaannaaggeemmeenntt  SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN 
menu. 
 

SStteepp  22::    
Select to UUssee  tthhee  ffoolllloowwiinngg  IIPP  aaddddrreessss. 
In the Management Port Setup page, refer to the table below to replace the 
default settings of Access point with appropriate values to suit the needs of 
your network. 
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The parameters are the same in routing mode. 

 

SStteepp  33::    
Click on the Apply button to save your new parameters. 
 

 
Parameters Description 
IP Address When the DHCP server of the access point is enabled (unless you 

set a different DHCP Gateway IP Address), this LAN IP Address 
would be allocated as the Default Gateway of the DHCP client. 
 
The IP address of your Access point is set by default to 
192.168.168.1.  
 

Network Mask The Network Mask serves to identify the subnet in which your 
Access point resides. The default network mask is 255.255.255.0. 
 

Default Gateway IP (Optional) As a bridge Access Point, the access point does not 
usually communicate with devices on other IP subnets. However, 
the Default Gateway here acts as the equivalent of the Default 
Gateway of a PC, to allow the access point to communicate 
with devices on different subnets. For instance, if you want to 
access the access point from the Internet or from a router on the 
LAN, enter the router IP address in the Default Gateway IP field. 
 
The Default Gateway IP address of your access point is set to nil 
by default. 
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TTOO  SSEETTUUPP  DDHHCCPP  SSEERRVVEERR  

There are 3 DHCP modes: 
 

• NONE 
By default, DHCP Mode is set to NONE. Leave the selection at this 
mode if you do not wish to use DHCP. 
 

• DHCP Server 
Select this mode to setup a DHCP server. 
 

• DHCP Relay 
Select this mode to setup a DHCP relay. 
By default, DHCP broadcast messages do not cross router interfaces. 
DHCP Relay supports DHCP Clients and DHCP Servers on different 
networks by configuring the router to pass selective DHCP messages. 

 
Follow these steps if you do not wish to use DHCP. 

SStteepp  11::    
Click on AAddvvaanncceedd  SSeettttiinnggss from MMaannaaggeemmeenntt  SSeettuupp from the 
CCOONNFFIIGGUURRAATTIIOONN menu. 
 

SStteepp  22::    
Set DDHHCCPP  MMooddee to NNOONNEE. 
 

 
 

Step 3:  
Click on the Apply button. 
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The following will guide you to setup the DHCP Server. 

SStteepp  11::    
Click on Advanced Settings from Management Setup from the 
CONFIGURATION menu. 
 

SStteepp  22::    
Set DDHHCCPP  MMooddee to DHCP Server. 
 
In DHCP Server Setup, refer to the table below to set the appropriate values to 
suit the needs of your network. 
 
 

 
 
 

SStteepp  33::    
Click on the Apply button. 
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This table describes the parameters that can be modified in DHCP Server Setup 
Parameters Description 
The fields DHCP Start IP Address and DHCP End IP Address fields allow you to 
define the range of IP addresses from which the DHCP Server can assign an IP 
address to the LAN. 
 
DHCP Start IP 
Address 

This is the first IP address that the DHCP server will assign. The 
value that you input here should belong to the same subnet as 
your access point. For example, if the IP address and network 
mask of your access point are 192.168.168.1 and 255.255.255.0 
respectively, the DHCP Start IP Address should be 192.168.168.X, 
where X can take any value from 2 to 254. It is pre-set to 
192.168.168.100. 
 

DHCP End IP 
Address 

This is the last IP address that the DHCP server can assign. It 
should also belong to the same subnet as your access point. For 
instance, if the IP address and network mask of your access point 
are 192.168.168.1 and 255.255.255.0 respectively, the DHCP End 
IP Address should be 192.168.168.X, where X can take any value 
from 2 to 254. It is pre-set as 192.168.168.254. 
 

DHCP Gateway IP 
Address 

Though the DHCP server usually also acts as the Default 
Gateway of the DHCP client, the access point allows you to 
define a different DHCP Gateway IP Address, which will be 
allocated as the Default Gateway IP of the DHCP client. The 
DHCP client will thus receive its dynamic IP address from the 
access point but will access to the Internet or to the other LAN 
through the Default Gateway defined by the DHCP Gateway IP 
Address.  
 
For instance, if the access point is used in Access Point Client 
mode connects to an Internet gateway X, a PC wired to the 
access point will be unable to obtain a dynamic IP address 
directly from X.  But if you enable the DHCP server of the access 
point and set the IP address of X as the DHCP Gateway IP 
Address, the PC will then obtain its IP address from the access 
point and access the Internet through X.  
 

DHCP Lease Time This is the length of time that the client may use the assigned 
address before having to check with the DHCP Server to see if 
the Address is still valid. 
 

Primary DNS IP 
Address 

Your ISP usually provides the IP address of the DNS Server 
 

Secondary DNS IP 
Address 

This optional setting is the IP address of a secondary DNS server. 
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The following will guide you to setup the DHCP Relay. 

SStteepp  11::    
Click on Advanced Settings from Management Setup from the 
CONFIGURATION menu. 
 

SStteepp  22::    
Set DHCP Mode to DHCP Relay. 
 
In DHCP Server Setup, refer to the table below to set the appropriate values to 
suit the needs of your network. 
 

 
 
Step 3:  
Click on the Apply button. 

 
This table describes the parameters that can be modified in DHCP Server Setup. 

Parameters Description 
DHCP Server IP This is the IP address of the DHCP Server 

 
DHCP Gateway IP 
Address 

Though the DHCP server usually also acts as the Default 
Gateway of the DHCP client, the access point allows you to 
define a different DHCP Gateway IP Address, which will be 
allocated as the Default Gateway IP of the DHCP client. The 
DHCP client will thus receive its dynamic IP address from the 
access point but will access to the Internet or to the other LAN 
through the Default Gateway defined by the DHCP Gateway IP 
Address.  
 
For instance, if the access point is used in Access Point Client 
mode connects to an Internet gateway X, a PC wired to the 
access point will be unable to obtain a dynamic IP address 
directly from X.  But if you enable the DHCP server of the access 
point and set the IP address of X as the DHCP Gateway IP 
Address, the PC will then obtain its IP address from the access 
point and access the Internet through X.  
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VVIIEEWW  AACCTTIIVVEE  DDHHCCPP  LLEEAASSEESS  

 
 

SStteepp  11::    
Select Management Setup from the CONFIGURATION menu. 
 

SStteepp  22::    
Go to the Advanced DHCP Server Options section and click on the Show 
Active DHCP leases button. 
 

 
 

The DHCP Active Leases table displays: 
• The Host Name of the DHCP client 
• The IP Address allocated to the DHCP client 
• The Hardware (MAC) Address of the DHCP Client 
• The Lease Expired Time 
 

 
 
 

 

 

NOTE 
Invalid date and time displayed in the Lease Expired Time column 
indicates that the clock of your access point has not been set 
properly.  
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RREESSEERRVVEE  IIPP  AADDDDRREESSSSEESS  FFOORR  PPRREEDDEETTEERRMMIINNEEDD  DDHHCCPP  CCLLIIEENNTTSS  

A reserved IP address is excluded from the pool of free IP addresses the 
DHCP server draws on for dynamic IP address allocation. 
 
For instance, if you set up a publicly accessible FTP/HTTP server within your 
private LAN, while that server requires a fixed IP address you would still want the 
DHCP server to dynamically allocate IP addresses to the rest of the PCs on the 
LAN.  
 

SStteepp  11::    
From the AAddvvaanncceedd  DDHHCCPP  SSeerrvveerr Options section, click on the DDHHCCPP  SSeerrvveerr  
RReesseerrvvaattiioonnss  button. 
 

 
 

SStteepp  22::    
Click on AAdddd button. 
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SStteepp  33::    
Fill in: 
The host portion of the IP Address to be reserved. 
The Hardware Address, in pairs of two hexadecimal values 
 
Press the AAppppllyy button to effect your new entry. 
 

 
 
 
The DDHHCCPP  SSeerrvveerr  RReesseerrvvaattiioonnss page will then be refreshed to illustrate the 
currently reserved IP addresses. 
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DDEELLEETTEE  DDHHCCPP  SSEERRVVEERR  RREESSEERRVVAATTIIOONN  
 

 
If you do not need the DHCP server to reserve an IP address anymore, you 
can delete the DHCP Server Reservation. 
 

SStteepp  11::    
Click on the reserved IP address that you wish to delete, e.g. 192.168.168.20. 

 

 
 

SStteepp  22::    
Click on the DDeelleettee button. 
 

 
 
 

The DDHHCCPP  SSeerrvveerr  RReesseerrvvaattiioonnss table will then be refreshed to reflect your 
changes. 
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WWLLAANN  SSEETTUUPP  
TTOO  CCOONNFFIIGGUURREE  TTHHEE  BBAASSIICC  SSEETTUUPP  OOFF  TTHHEE  WWIIRREELLEESSSS  MMOODDEE  

SStteepp  11::    
Click on WWLLAANN  SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu. You will see the sub-
menus expanded under WWLLAANN  SSeettuupp. Click on BBaassiicc. 
 
The default operating mode of the access point is the Access Point mode. 

 

 
 

 

                              ISP-CPE500GX                                                              ISP-CPE500AX      
 

SStteepp  22::  ((OOppttiioonnaall::  CChhaannggee  CCuurrrreenntt  mmooddee))  
If you wish to change the current mode of your access point, click on 
CChhaannggee, select your OOppeerraattiioonn  MMooddee and click on the AAppppllyy button to 
access the setup page of your selected mode. Then you are prompted to 
reboot the access point so as to effect the mode setting. 
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SStteepp  33::    
Enter the parameters in their respective fields, click on the AAppppllyy button and 
reboot your device to let your changes take effect. 
 
Note that the WWLLAANN  BBaassiicc  SSeettuupp pages for the modes are different. 
 

Example: WLAN Basic Setup page for Client Mode 
 

 
 
 
 

Example: WLAN Basic Setup page for Access Point 
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This table describes the parameters that can be modified in the WWLLAANN  BBaassiicc  
SSeettuupp page. 
 

Parameters Description 
The Current Mode The default operating mode is the Access Point mode. 

Operating modes: 
• Access Point Mode 
• Client Mode 
• Wireless Routing Client 
• Gateway Mode 
• Wireless Adapter Mode 
• Transparent Client Mode 
• Repeater mode 
 
You can toggle the modes by clicking on the CChhaannggee 
button. 
 

ESSID Enter a preferred name for the wireless network. Your 
wireless clients must be configured with the same ESSID. 
This case-sensitive entry can consist of a maximum of 32 
characters. 
 

Site Survey 
 
 

A list of wireless devices in the WLAN that are detected 
by your access point. Information such as MAC address, 
channel, SSID, algorithm and signal strength can be 
found in the listing.  
This feature is supported by the Access Point Client and 
Wireless Routing Client modes. 
 

Wireless Profile A selection of network environment types in which to 
operate the access point: 
  
••  880022..1111aa  oonnllyy  ((oonnllyy  ffoorr  IISSPP--CCPPEE550000AAXX))  
Supports wireless A clients with data rates of up to 54 
Mbps in the frequency range of 5.8 Ghz.  
  
••  880022..1111bb  oonnllyy  ((oonnllyy  ffoorr  IISSPP--CCPPEE550000GGXX))  
Supports wireless B clients with data rates of up to 
11Mbps in the frequency range of 2.4GHz. 
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••  880022..1111bb//gg  mmiixxeedd  ((oonnllyy  ffoorr  IISSPP--CCPPEE550000GGXX))  
Supports both wireless B and G clients. 
 
••  880022..1111gg  oonnllyy  ((oonnllyy  ffoorr  IISSPP--CCPPEE550000GGXX))  
Supports wireless-G clients that offer transmission rates of 
up to 54Mbps in the 2.4GHz frequency band. 
 

Country Choose the Country where you are located. 
 

Channel 
 
 

This option allows you to select a frequency channel for 
the wireless communication.  
Select SmartSelect to automatically scan and 
recommend the best channel that the access point can 
utilize. 
 

Tx Rate Allow you to choose the rate of data transmission from 
1Mbps to Fully Auto and from 6Mbps to Fully Auto. 
 

Closed System The access point will not broadcast its WLAN name 
(ESSID) when Closed system is enabled. By default 
Closed system is disabled.  
 

Act as RootAP The access point will connect with 1, or multiple clients to 
create a point-to-point and point-to-multi-point 
connection network with 2 or more access points. 
This connection mode is fully compliant with 802.1h 
standards. 
 

VLAN ID 
 

This is the number that identifies the different virtual 
network segments to which the network devices are 
grouped. 
This can be any number from 1 to 4094. 
 

Channel Survey 
 
 

A list of channels that are detected by your access point 
in the WLAN. Information such as frequency, channel, 
MyQuality, NeighQuality, APCount and 
Recommendation can be found in the listing.  The 
Access Point and Gateway modes support this feature. 
 

SSCCAANN  FFOORR  SSIITTEE  SSUURRVVEEYY    
((OONNLLYY  FFOORR  CCLLIIEENNTT  MMOODDEE  AANNDD  WWIIRREELLEESSSS  RROOUUTTIINNGG  CCLLIIEENNTT  MMOODDEE  ))  
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SStteepp  11::    
In the MMooddee  SSeettuupp page, click on the SSiittee  SSuurrvveeyy button. 
 

 
 
The SSiittee  SSuurrvveeyy provides a list of the MMAACC  aaddddrreesssseess  ((BBSSSSIIDD)) and SSSSIIDD of 
neighboring access points detected, the CChhaann (channels), AAuutthh 
(Authentication), AAllgg (Algorithm) used, and the strength of the SSiiggnnaall 
received. 
 

 
Site Survey on the 2.4 Ghz frequency band 
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SStteepp  22::    
To connect the client to one of the access points detected, select the radio 
button corresponding to the access point you want to connect to. 
 

SStteepp  33::    
Click on the AAppppllyy button to effect the change and return to the setup 
page. 
 

SStteepp  44::    
Click on the RReeffrreesshh button to update the screen. 
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This table describes the read-only parameters of neighboring access points that 
can be viewed from the Site Survey page. 
 

Parameters Description 
Bssid In an infrastructure wireless network, the BSSID refers to 

the wireless MAC address of the access point. 
 

SSID Refers to the network name that uniquely identifies the 
network to which the access point is connected. 
 

Chan Refers to the channel being used for transmission. 
 

Auth Refers to the types of authentication, such as WPA, WPA-
Personal, etc being used by the access point. 
 

Alg Refers to the types of algorithm, such as WEP, TKIP, etc 
being used by the access point. 
 

Signal Describes the strength of the signal received in 
percentage. 
 

 

 

NOTE 
The purpose of using Site Survey is to scan and display all access 
points based on the current security setting of your access point. 
Explanation of the following information supplied by the Site 
Survey according to the security setting: 
 
• If the security mode is set to None or WEP, the scan will show 

all available access points that have no security or WEP 
security 

 
• If the security mode is set to WPA-Personal, the scan will show 

all available access points with all types of security from no 
security, WEP security to WPA-Personal security. 
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VVIIEEWW  LLIINNKK  IINNFFOORRMMAATTIIOONN    
((OONNLLYY  FFOORR  CCLLIIEENNTT  MMOODDEE  AANNDD  WWIIRREELLEESSSS  RROOUUTTIINNGG  CCLLIIEENNTT  MMOODDEE))  
 

SStteepp  11::    
To view the connection status when the client is linked to another access 
point, click on the SShhooww  LLiinnkk  IInnffoorrmmaattiioonn button.  

 
 

The LLiinnkk  IInnffoorrmmaattiioonn table dispalys the following data: 
 

 
 

 
This table describes the parameters that can be viewed from the LLiinnkk  
IInnffoorrmmaattiioonn page. 
Parameters Description 
State Displays whether the State is Scanning or Associated, 

and MAC address of the access point to which the 
client is connected. 
 

Current Channel Channel presently being used for transmission. 
 

Tx Rate Rate of data transmission in Mbps. 
Signal Strength Intensity of the signal received, in percentage 
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SSCCAANN  FFOORR  CCHHAANNNNEELL  SSUURRVVEEYY    
((AAVVAAIILLAABBLLEE  FFOORR  AACCCCEESSSS  PPOOIINNTT  MMOODDEE  AANNDD  GGAATTEEWWAAYY  MMOODDEE  ))  
 
Channel Survey provides a list of all channels that are supported by the access 
point. This feature will show relative interference of all channels and 
recommend the least congested channel.   
 
 

SStteepp  11::    
In the MMooddee  SSeettuupp page, click on the CChhaannnneell  SSuurrvveeyy button. 
 

 
 
 
The CChhaannnneell  SSuurrvveeyy provides a list of the FFrreeqq  (frequency) and CChhaannnneell of 
the access point detected, the AAPPCCoouunntt, MMyyQQuuaalliittyy (your access point’s 
interference from your access point’s channel signal) received and 
NNeeiigghhQQuuaalliittyy (interference from the neighboring access points’ channel 
signals) received.  
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                                 Channel Survey on the 2.4 Ghz frequency band 
 
 
Please take note that the MYQuality and NeighQuality are RSSI values. 
 
If the value is higher which means that you receive the stronger signal 
strength from several APs, it indicates that the higher interference from these 
APS will occur as well. The value of zero indicates no interference. 
 

SStteepp  22::    
To connect the client to one of the channels detected, select the radio 
button corresponding to the channel you want to connect to. 
 

SStteepp  11::    
Click on the AAppppllyy button to effect the change and return to the setup 
page. 
 

SStteepp  22::    
Click on the RReeffrreesshh button to update this screen. 
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This table describes the read-only parameters of all channels that can be 
viewed from the Channel Survey page. 
 
 
 

Parameters Description 
Freq Frequency of the channel at which your access point is 

operating. 
 

Channel Channel of the access point being used for transmission 
depending on its origin of country. 
 

MyQuality Interference level of the respective channel with this AP. 
The lower the value, the less interference. If the value is 
zero, there is no interference.  
 

APCount Total number of access points operating at the current 
channel. 
 

NeighQuality Interference level with those discovered APs at those 
respective channels. The lower the value, the less 
interference. If the value is zero, there is no interference.  
 

Recommendation Best channel for the device to use in its current 
environment. 
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AANNTTEENNNNAA  AALLIIGGNNMMEENNTT    

((AAVVAAIILLAABBLLEE  FFOORR  AALLLL  MMOODDEESS  ))  
 
The Antenna Alignment feature in the access point is designed to precisely 
align the antenna over such a long distance so that the connectivity 
communication between your access point and another remote or 
neighboring access point could be improved as indicated by higher signal 
strength. 
 

SStteepp  11::    
Click on WWLLAANN  SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu. You will see the sub-
menus expanded under WWLLAANN  SSeettuupp. Click on AAnntteennnnaa  AAlliiggnnmmeenntt. The 
AAnntteennnnaa  AAlliiggnnmmeenntt page can act as a diagnostic tool to check the 
communication with a remote device.  The remote AP MAC Address is preset 
to all zeros by default. 
 

 
 

SStteepp  22::    
If you wish to specify the MAC address of the remote AP, key in the field next 
to RReemmoottee  AAPP  AAddddrreessss  ((ooppttiioonn)), followed by clicking on the SSttaarrtt button.  A 
pop-up status screen will display, allowing you to monitor the signal strength 
received from the remote access points. 
 
If there is no specified AP with 
its MAC address you have 
keyed in, the screen on the 
right will be displayed. To abort 
or to key in the MAC address of 
another available remote AP, 
click on the SSttoopp button. 
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NOTE 
If no MAC address is entered, the Antenna Alignment tool will 
make use of the SSID to align the antenna. Please make sure that 
the correct SSID is entered. If more than one access point (AP) 
shares the same SSID, the Antenna Alignment tool will show the 
strongest signal AP. 
 

 
 

Signal Strength 
(RSSI value) 

Status of DIAG LED 

Above 20 Stays turned on 
 

Between 19 and 17  
 

Flashes 6 times 
 

Between 17 and 14  Flashes 3 times 
 
 

Between 13 and 10  
 

Flashes once 
 

Below 10 Turns OFF 
 

 
 

 

NOTE 
Outdoor long distance connection should preferably have signal 
strength of a RSSI of 10 and above. 
 
NOTE 
To ensure proper functionality of the device, select to Stop 
antenna alignment. Alternatively, you may also reboot the 
device. 
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CCOONNFFIIGGUURREE  TTHHEE  AADDVVAANNCCEEDD  SSEETTUUPP  OOFF  TTHHEE  WWIIRREELLEESSSS  MMOODDEE    

 
 
 

SStteepp  11::    
Select WWLLAANN  SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu to expand four sub-
menus. From here, click on AAddvvaanncceedd. 
 

SStteepp  22::    
Enter the parameters in the WWLLAANN  AAddvvaanncceedd  SSeettuupp page. 
 

SStteepp  33::    
Click on the AAppppllyy button to update the changes. 
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This table describes the parameters that can be modified in the WWLLAANN  
AAddvvaanncceedd  SSeettuupp page. 
Parameters Description 
Beacon Interval 
(Only in Access 
Point  mode) 
 

The Beacon Interval is the amount of time between beacon 
transmissions. This tells the client when to receive the beacon. A 
beacon is a guidance signal sent by the access point to 
announce its presence to other devices in the network.  
 
Before a client enters the power-save mode, it needs the 
beacon interval to know when to wake up to receive the 
beacon (and learn whether there are buffered frames at the 
access point).  
 

Data Beacon Rate 
(DTIM) 
(Only in Access 
Point  mode) 
 

The Data Beacon Rate (DTIM) determines how often the beacon 
contains a delivery traffic indication message (DTIM). The DTIM 
identifies which clients (in power-save mode) have data frames 
waiting for them in the access point’s buffer.  
 
If the beacon period is set at 100 (default value), and the data 
beacon rate is set at 1 (default value), then the access point 
sends a beacon containing a DTIM every 100 Kμsecs (1 Kμsec 
equals 1,024 μsec). 
 

RTS/CTS Threshold The RTS/CTS Threshold value determines the minimum size of a 
packet in bytes that would trigger the RTS/CTS mechanism. 
 
This value extends from 1 to 2312 bytes. 
 

Frag Threshold The Frag Threshold value indicates the maximum size that a 
packet can reach without being fragmented.  
 
This value extends from 256 to 2346 bytes, where a value of 0 
indicates that all the packets should be transmitted using RTS. 
 

Transmit Power The Transmit Power drop-down list lets you pick from a range of 
transmission power. 
 

Radio Off When 
Ethernet Link 
Down 
 

Disables the radio card automatically when the Ethernet link is 
down. 

 
 

 

NOTE 
The values illustrated in the examples are suggested values for 
their respective parameters. 
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VVIIEEWW  TTHHEE  SSTTAATTIISSTTIICCSS  

The Statistics feature reveals information on the wireless device connected to 
the WLAN. 
 

SStteepp  11::    
Select WWLLAANN  SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu. You will see the sub-
menus under WWLLAANN  SSeettuupp. Click on SSttaattiissttiiccss. 
Wireless clients that are connected to the WLAN are shown in the WLAN 
Station List. 
 

SStteepp  22::    
Click on the RReeffrreesshh button to get the latest information on the availability of 
wireless clients in the wireless network. 
 

 
 

SStteepp  33::    
To check the details on an individual wireless client, click on the 
corresponding MAC Address in the WLAN Station List. 
The following screen will show the statistics of the selected wireless client. 

 

 
 

In CClliieenntt mode you are not allowed to view the information of other wireless 
clients, to do that you need to change to Access Point mode. 
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WWAANN  SSEETTUUPP  ((AAVVAAIILLAABBLLEE  IINN  WWIIRREELLEESSSS  RROOUUTTIINNGG  CCLLIIEENNTT  AANNDD  
GGAATTEEWWAAYY  MMOODDEESS))  

 

 

NOTE 
Any changes to the WAN Setup will only take effect after 
rebooting. 

 
Setup your WAN to share Internet connection among the clients of the access 
point. 
 

Setup your WAN  for Cable Internet whereby WAN IP address is dynamically 
assigned by ISP  

The access point is pre-configured to support this WAN type. However, you may 
verify the WAN settings with the following steps: 

Step 1: Under  CCOONNFFIIGGUURRAATTIIOONN on the command menu, click on WWAANN 
SSeettuupp. 

 
Step 2:  
On the WWAANN  DDyynnaammiicc  SSeettuupp screen, verify that the WWAANN  TTyyppee  is DDyynnaammiicc  ((DDHHCCPP)). 
Otherwise, click on the CChhaannggee button. 
 

 
 

Step 3:  
Simply select DDyynnaammiicc  IIPP  AAddddrreessss 
and hit the AAppppllyy button. 
 
Please remember to click RReebboooott  
SSyysstteemm under SSYYSSTTEEMM  TTOOOOLLSS and hit 
the RReebboooott button to let the settings 
take effect. 
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Note: There are exceptional cases where additional configuration is required before 
 an IP address will be allocated by your ISP to the access point. 
 

a. Certain ISPs log the MAC address of the first device used to connect to the 
broadband channel and will not release a WAN IP address unless the MAC 
address matches the one in their log. Therefore, if yours is not a new Cable 
Internet subscription (i.e. your PC was formerly connected directly to your 
cable modem), refer to steps 4 - 5 to clone the “approved” MAC address 
onto the access point. 

 
b. Certain ISPs require authentication through a DHCP Client ID before releasing 

a public IP address to you. The access point uses the System Name in the 
System Identity as the DHCP Client ID. 

 
Therefore, if this is the case, refer to your ISP for the correct DHCP 
Client ID to be set and follow steps 6 - 7 to accomplish the setup. 

SStteepp  44::    
Steps 4 - 5 are for those who need to 
clone their Ethernet adapter’s MAC 
address. 
 
In the WWAANN  SSeettuupp found under the 
CCOONNFFIIGGUURRAATTIIOONN command menu, 
you will see the AAddvvaanncceedd  WWAANN  
OOppttiioonnss. Click MMAACC  CClloonnee to 
continue.  
 

  
 

 

Step 5:  
Simply click on the CClloonnee button so 
that your access point clones the ISP-
recognized MAC address of your 
Ethernet adapter. 
 
Please remember to click RReebboooott  
SSyysstteemm under SSYYSSTTEEMM  TTOOOOLLSS and hit 
the RReebboooott button to let the settings 
take effect. 
 

 

Take note: (If required, you may reset 
the  access point’s MAC address to its 
factory default by clicking RReesseett on 
that same page) 
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Step 6:  
Steps 6 - 7 are for those who need to 
set up the SSyysstteemm  NNaammee in SSyysstteemm  
IIddeennttiittyy so that your ISP can 
authenticate it as a valid DHCP Client 
ID. 
 
Click on SSyysstteemm  IIddeennttiittyy under the 
SSYYSSTTEEMM  TTOOOOLLSS command menu. 
 

  
 

 
 
 

 

 
 
 

 Step 7:  
On the following screen, key in the ISP 
assigned DHCP Client ID as the 
SSyysstteemm  NNaammee (You may also like to 
key in a preferred SSyysstteemmss  CCoonnttaacctt 
person and the SSyysstteemm  LLooccaattiioonn of 
the access point). Click the AAppppllyy 
button to complete. 
 
Please remember to click RReebboooott  
SSyysstteemm under SSYYSSTTEEMM  TTOOOOLLSS and hit 
the RReebboooott button to let the settings 
take effect. 
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WAN Setup - Cable Internet with Static IP Assignment 
 
If you have an ISP that leases a static WAN IP for your subscription, you will need 
to configure your access point’s WAN type accordingly. For example, if the ISP 
provided you with the following setup information, you can set up your WAN as 
described below: 
IP Address                 :  203.120.12.240 
Network Mask                 : 255.255.255.0 
Gateway IP Address   : 203.120.12.2 
 
Step 1:  
Under  CCOONNFFIIGGUURRAATTIIOONN on the command menu, click on WWAANN  SSeettuupp. 
 
 

 
 
 

 Step 2:  
Access the SSeelleecctt  WWAANN  TTyyppee page 
and choose  SSttaattiicc  IIPP  AAddddrreessss before 
clicking the AAppppllyy button.  You will 
then be brought to the following 
page requiring your inputs. 

Step 3:  
Fill in the information provided by your 
ISP in the IIPP  AAddddrreessss,,  NNeettwwoorrkk  MMaasskk 
and GGaatteewwaayy  IIPP  AAddddrreessss fields, 
before clicking the AAppppllyy button.  
 
Please remember to click RReebboooott  
SSyysstteemm under SSYYSSTTEEMM  TTOOOOLLSS and hit 
the RReebboooott button to let the settings 
take effect. 
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WAN Setup - ADSL Internet using PPP over Ethernet (PPPoE) 
 
If you subscribe to an ADSL service using PPP over Ethernet (PPPoE) 
authentication, you can set up your access point’s WAN type as follows. For 
example, you may configure an account whose username is ‘guest’ as 
described below: 
 

 

 

 Step 1:  
Under CCOONNFFIIGGUURRAATTIIOONN on the 
command menu, click on WWAANN  SSeettuupp. 
 
Step 2:  
Access the SSeelleecctt  WWAANN  TTyyppee page 
and choose PPPPPP  oovveerr  EEtthheerrnneett before 
clicking the AAppppllyy button.  You will 
then be brought to the following 
page requiring your inputs. 
 

Step 3:  
For UUsseerrnnaammee, key in your ISP 
assigned account name (e.g. guest 
for this example), followed by your 
account PPaasssswwoorrdd. 
 
Step 4:   
Select AAllwwaayyss--OOnn if you want your  
access point to always maintain a 
connection with the ISP. Otherwise, 
you may select OOnn--DDeemmaanndd. The 
access point will then connect to the 
ISP automatically when it receives 
Internet requests from the PCs in your 
network. 
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The IIddllee  TTiimmeeoouutt setting is associated with the OOnn--DDeemmaanndd option, allowing you 
to specify the value (in seconds) after which the access point will disconnect 
from the ISP after the last Internet activity. A value of “0” will disable idle timeout. 
RReeccoonnnneecctt  TTiimmee  FFaaccttoorr is associated with the AAllwwaayyss--oonn option and specifies 
the maximum time the access point will wait before re-attempting to connect 
with your ISP. Hit the AAppppllyy button and RReebboooott the access point. 
 
 
WAN Setup – ADSL Internet using PPTP 
 
If you subscribe to an ADSL service using Point to Point Tunneling Protocol (PPTP) 
authentication, you can set up your access point’s WAN type from the steps 
that follow. For example, if the ISP provided you with the following set up 
information, you can set up your WAN as described below: 
IP Address :  203.120.12.47 
Network Mask : 255.255.255.0 
VPN Server : 203.120.12.15 
 
Step 1:  
Under CCOONNFFIIGGUURRAATTIIOONN on the command menu, click on WWAANN  SSeettuupp. 
 
 

 
 

 Step 2:  
Access the SSeelleecctt  WWAANN  TTyyppee page 
and choose PPPPTTPP before clicking the 
AAppppllyy button.  You will then be 
brought to the following page 
requiring your inputs. 

Step 3:  
Fill in the information provided by 
your ISP in the IIPP  AAddddrreessss,,  NNeettwwoorrkk  
MMaasskk and VVPPNN  SSeerrvveerr fields, 
followed by clicking the AAppppllyy 
button.  
 
Please remember to click RReebboooott  
SSyysstteemm under SSYYSSTTEEMM  TTOOOOLLSS and hit 
the RReebboooott button to let the settings 

  



Common Configuration 
 

62 

take effect. 
 
The IIddllee  TTiimmeeoouutt setting allows you 
to specify the value (in seconds) 
after which the access point will 
disconnect from the ISP after the 
last Internet activity. A value of “0” 
will disable idle timeout. 
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SSEETTUUPP  TTEELLNNEETT  //  SSSSHH  
 

 
 

Telnet allows a computer to remotely connect to the access point CLI 
(Command Line Interface) for control and monitoring  
SSH (Secure Shell Host) establishes a secure host connection to the access point 
CLI for control and monitoring 

SStteepp  11::    
Select Telnet/SSH Setup from the CONFIGURATION menu. 
 

SStteepp  22::    
 

1. Select Telnet Server Enable and enter the Port Number to enable 
2. Select SSH Server Enable and enter the Port Number to enable 
 

Click the Apply button 
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SStteepp  33::    
To add user: 
 

1. Click the Add button. 
 

 
 

2. In Add User Entry Page, enter the User Name, Password and specify 
whether the user is granted permission to Read Only or Read/Write. 

3. Click the Apply button. 
 

 
 

To delete user: 
 

1. Select which user to delete. 
2. Click the Delete button. 

 
 
 
 
 

 
 
To Refresh User Management list click the Refresh button. 
 

 
 
 
 

 



Common Configuration 
 

65 

AACCCCEESSSS  TTHHEE  TTEELLNNEETT  CCOOMMMMAANNDD  LLIINNEE  IINNTTEERRFFAACCEE  

 
You may connect to the CLI (Command Line Interface) via a TELNET session to 
the default IP 192.168.168.1 Microsoft TELNET command is shown here but any 
TELNET client can be used. 
 

1. Enter C:\WINDOWS\TELNET 192.168.168.1 at DOS prompt and the TELNET 
application will launch and connect. 

2. At the login prompt, type in the default password “password” and press 
enter. You will then login to the CLI. 
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AACCCCEESSSS  TTHHEE  SSEECCUURREE  SSHHEELLLL  HHOOSSTT  CCOOMMMMAANNDD  LLIINNEE  IINNTTEERRFFAACCEE  
SSH provides the best remote access security using different forms of encryption 
and ciphers to encrypt sessions, and providing better authentication facilities 
and features that increase the security of other protocols. 
 
An encrypted connection like SSH is not viewable on the network. The Server 
can still read the information, but only after negotiating the encrypted session 
with the client. 
 

 
 

 
 

SSH CLI has a command line interface. 
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SSEETT  TTHHEE  WWEEBB  MMOODDEE  
 

 
 
The access point supports HTTPS (SSL) featuring additional authentication and 
encryption for secure communication, in addition to the standard HTTP. 

SStteepp  11::    
Select Web Server Setup from the CONFIGURATION menu. 
 

SStteepp  22::    
1. Select whether to set web server to HTTP or HTTPS (SSL) mode. 
2. Click Apply. 

 
Changes will be effected after reboot. 
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SSNNMMPP  SSEETTUUPP  
Simple Network Management Protocol (SNMP) is a set of communication 
protocols that separates the management architecture from the architecture 
of the hardware devices. 

 
Step 1:  
Click on SSNNMMPP from the CCOONNFFIIGGUURRAATTIIOONN menu. 
 

 
 
Step 2:  
Select EEnnaabbllee from the SSNNMMPP  SSttaattee drop-down list.  
 
The default RReeaadd  PPaasssswwoorrdd is set to public while the default RReeaadd//WWrriittee  
PPaasssswwoorrdd is private. 
 
Step 3:  
Click on the AAppppllyy button. 
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SSEETTUUPP  SSNNMMPP  TTRRAAPP  
 
The SNMP Trap saves network resources through eliminating the need for 
unnecessary SNMP requests by providing notification of significant network 
events with unsolicited SNMP messages. 

SStteepp  11::    
Select SSNNMMPP  SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu. 
 

SStteepp  22::    
1. Select whether to EEnnaabbllee or DDiissaabbllee the SNMP Trap. 
2. Enter the RReemmoottee  IIPP  AAddddrreessss  oorr  DDNNSS. 
3. Enter the RReemmoottee  PPoorrtt. 

This is the port number of the SNMP manager. 
4. Enter the CCoommmmuunniittyy. 

This is used to authenticate message, and is included in every packet 
that is transmitted between the SNMP manager and agent. 

5. Click on the Apply button. 
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SSTTPP  SSEETTUUPP  ((OONNLLYY  AAVVAAIILLAABBLLEE  IINN  AACCCCEESSSS  PPOOIINNTT,,  TTRRAANNSSPPAARREENNTT  
CCLLIIEENNTT  AANNDD  RREEPPEEAATTEERR  MMOODDEESS))  
 
Spanning Tree Protocol (STP) is a link management protocol that helps to 
prevent undesirable loops occurs in the network. For an Ethernet network to 
function properly, only one active path can exist between two stations. If a 
loop exists in the network topology, duplication of messages will occur and this 
might confuse the forwarding algorithm and allow duplicate frames to be 
forwarded. 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.webopedia.com/TERM/S/protocol.html
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In short, the main purpose of activating STP is to prevent looping when you 
have redundant paths in the network. Without activating STP, redundant 
topology will cause broadcast storming. 
 
To establish path redundancy, STP creates a tree that spans all of the devices in 
an extended network, forcing redundant paths into a standby, or blocked, 
state, but establishing the redundant links as a backup in case the active link 
should fail. If STP costs change, or if one network segment in the STP becomes 
unreachable, the spanning tree algorithm reconfigures the spanning tree 
topology and re-establishes the connection by activating the standby path. 
Without spanning tree in place, it is possible that more than one connection 
may be simultaneously live, which could result in an endless loop of traffic on 
the LAN. 
 
Spanning-Tree Protocol operation is transparent to end stations, which are 
unaware whether they are connected to a single LAN segment or a switched 
LAN of multiple segments. 
 
 

 
 
 

 
 
 
The path with the smallest cost will be used and extra redundant paths will be 
disabled. 

http://www.webopedia.com/TERM/S/tree_structure.html
http://www.webopedia.com/TERM/S/topology.html
http://www.webopedia.com/TERM/S/local_area_network_LAN.html
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Scenario #1 – (No STP) 
With no STP, all clients (Notebook#1, #2, #3, #4) can access one another, 
resulting in low data security. Due to the redundant paths, broadcast packets 
will be duplicated and forwarded endlessly, resulting in a broadcast storm. 
 

 
 
 
Scenario #2 – (With STP) 
When STP is enabled, extra redundant network paths between APs will be 
disabled, hence preventing multiple active network paths in-between any two 
APs. If one of the APs is down, the STP algorithm will reactivate one of the 
redundant paths so that the network connection will not be lost. All wireless 
users will be able to communicate with each other if they are associated to the 
APs which are in the same WDS zone. 
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SStteepp  11::    
Click on SSTTPP  SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu 
 

SStteepp  22::    
Select the STP Status Enable radio button, fill in the fields, and click on the 
Apply button to update the changes. 
 
Priority: (Default: 32768, Range: 0 – 65535) 
This is the relative priority. 
The lowest priority will be elected as the root. 
 
Hello Time: (Default: 2, Range: 1 – 10) 
This is the time interval in seconds whereby a hello packet is sent out. Hello 
packets are used to communicate information about the topology 
throughout the entire STP network. 
 
Forward Delay: (Default: 15, Range: 4 – 30) 
This is the time that is spent in the listening and learning state. 
 
Max Age: (Default: 20, Range: 6 – 40) 
The max age timer controls the maximum length of time that passes before a 
port saves its configuration information. 
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UUSSEE  MMAACC  FFIILLTTEERRIINNGG  
MAC Filtering acts as a security measure by restricting user network access 
according to MAC address. Each WLAN or radio card supports up to 16 virtual 
access points and has its own MAC address listing. 
 

 

NOTE 
MAC Filtering will not filter any MAC address from the Ethernet 
port. 
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AADDDD  AA  MMAACC  AADDDDRREESSSS  TTOO  TTHHEE  MMAACC  AADDDDRREESSSS  LLIISSTT  
  

SStteepp  11::    
Select MMAACC  FFiilltteerriinngg from WWLLAANN  SSeettuupp. 
The MAC Address Filtering page displays. 
 

In this page you may also set the MAC Filtering Status to Enable or Disable 
for access points and set the Policy to either Accept or Deny MAC 
addresses. 
 

 

MAC Filtering set to Enable with Policy to Accept only 
the MAC addresses in the MAC Filter Address List and 
deny all other MAC addresses. 

 

MAC Filtering set to Enable with Policy to Deny all the 
MAC addresses in the MAC Filter Address List and 
accept all other MAC addresses. 

 

 
 

MAC Filtering set to Disable. Whether Policy is set to 
Enable or Deny does not matter. 

 

 
 

MAC Filtering set to Disable. Whether Policy is set to 
Enable or Deny does not matter. 

 
Click the Edit button. 
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SStteepp  22::    
MAC Filter Address List page displays. 
Click the Add button. 

 

SStteepp  33::    
The Add MAC Address page displays. 

 

SStteepp  44::    
Enter the MAC Address of the client in the format xx-xx-xx-xx-xx-xx, where x 
can take any value from 0 to 9 or a to f. 
Enter the Comment. This describes the MAC Address you have entered. 
 
To apply to all virtual access points, check Apply to All. 
To apply to specific virtual access point, select the checkbox of the 
corresponding access point. 
Click the Apply button. 
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SStteepp  55::    
MAC Filter Address List page displays with updated MAC Address List. 
 

 
 
 

 

 

NOTE 
Please reboot to effect all changes and new MAC address 
entries. 
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DDEELLEETTEE  AA  MMAACC  AADDDDRREESSSS  FFRROOMM  AALLLL  AACCCCEESSSS  PPOOIINNTTSS  
  

SStteepp  11::    
Select MAC Filtering from WLAN Setup. 
The MAC Address Filtering page displays. 
 
Select View Complete MAC List. 
 

 
 

SStteepp  22::    
The MAC Filter Address List page displays. 
Select the checkbox of the MAC address you wish to delete. 
 
Click the Delete button. 
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SStteepp  33::    
The MAC Filter Address List page displays with updated MAC Address List. 
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DDEELLEETTEE  AA  MMAACC  AADDDDRREESSSS  FFRROOMM  IINNDDIIVVIIDDUUAALL  AACCCCEESSSS  PPOOIINNTTSS  
 

SStteepp  11::    
Select MAC Filtering from WLAN Setup. 
The MAC Address Filtering page displays. 
 
Select Edit for the corresponding Access Point. 
 

 
 

SStteepp  22::    
The MAC Filter Address List page displays. 
Select the checkbox of the MAC address you wish to delete. 
 
Click the Delete button. 
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SStteepp  33::    
The MAC Filter Address List page displays with updated MAC Address List. 
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EEDDIITT  MMAACC  AADDDDRREESSSS  FFRROOMM  TTHHEE  MMAACC  AADDDDRREESSSS  LLIISSTT  
 

SStteepp  11::    
Select MAC Filtering from WLAN Setup. 
The MAC Address Filtering page displays. 
 
Select Edit. 
 

 
 

SStteepp  22::    
The MAC Filter Address List page displays. 
Select the MAC Address to edit. 
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SStteepp  33::    
The Edit MAC Address page displays. 
Edit the MAC address settings accordingly. 
 
Click the Save button. 
 

 
 

SStteepp  44::    
The MAC Filter Address List page displays with updated MAC Address List. 
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CChhaapptteerr  55::  AAddvvaanncceedd  CCoonnffiigguurraattiioonn  
SSEETTUUPP  RROOUUTTIINNGG  ((OONNLLYY  SSUUPPPPOORRTTEEDD  BBYY  WWIIRREELLEESSSS  RROOUUTTIINNGG  CCLLIIEENNTT  
AANNDD  GGAATTEEWWAAYY))  
The access point allows the network administrator to add a static routing entry 
into its routing table so that the access point can re-route IP packets to another 
network access point. This feature is very useful for a network with more than 
one access point. 
 

 

Important: 
You do NOT need to set any routing information if you are simply 
configuring the access point for broadband Internet sharing. 
Improper routing configuration will cause the access point to 
function improperly. 

 
In this network, the main office of subnet 192.168.168.0 contains two routers: the 
office is connected to the Internet via the access point (192.168.168.1) and the 
remote office via Router A (192.168.168.254). The remote office resides on a 
subnet 192.168.100.0. 
You can add a static routing entry into the access point routing tables so that IP 
packets from the clients in the main office with a destination IP address of 
192.168.100.X (where X is any number from 2 to 254) will be re-routed to Router 
B, which acts as the gateway to that subnet. 
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CCOONNFFIIGGUURREE  SSTTAATTIICC  RROOUUTTIINNGG    

With an understanding of how adding a static routing entry can facilitate a 
network setup such as the one described above, here is how you may 
configure the access point: 
 
Step 1:  
Under the CCOONNFFIIGGUURRAATTIIOONN 
command menu, click on RRoouuttiinngg to 
be brought to the SSyysstteemm  RRoouuttiinngg  
TTaabbllee shown (on the right). Initially, 
the table will contain the default 
routing entries built into Access point. 

 

  
 

 

 

 
 

  
Step 2:  
Click on the SSttaattiicc  RRoouuttiinngg  TTaabbllee 
button, and then click the Add 
button. 

Step 3:  
Enter the DDeessttiinnaattiioonn  IIPP  AAddddrreessss,,  
DDeessttiinnaattiioonn  NNeett  MMaasskk, and GGaatteewwaayy  
IIPP  AAddddrreessss here. For this example, 
they are 192.168.100.0, 255.255.255.0 
and 192.168.168.254 respectively. Hit 
the AAdddd button to finish. 
 
When the entry is added, it is 
reflected in the SSttaattiicc  RRoouuttiinngg  TTaabbllee.  
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UUSSIINNGG  RROOUUTTIINNGG  IINNFFOORRMMAATTIIOONN  PPRROOTTOOCCOOLL--RRIIPP  

(Available in Wireless Routing Client and Gateway modes) 
 
 
RIP (Routing Information Protocol) allows information to be exchanged within a 
set of routers under the same administration. 
 
RIPv1 bases the path used to pass traffic between routers on the fewest number 
of hops between the source and destination IP addresses within a packet. 
Routers broadcast RIPv1 information on all router interfaces every 30 seconds 
and process the information from other routers to determine if a better path is 
available. RIPv2 is more secure, and performs broadcasting and the assignment 
of IP address more efficiently. 
 
Step 1:  
Under the CONFIGURATION 
command menu, click on Routing to 
be brought to Route Information 
Protocol. 
 

 

  
 

 

 

 
 

  
Step 2:  
Select to Enable RIP Status. 
 
Select either RIPv1 or RIPv2. 
 
On this page, click the Apply button. 
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NNAATT  ––  NNEETTWWOORRKK  AADDDDRREESSSS  TTRRAANNSSLLAATTIIOONN  ((OONNLLYY  SSUUPPPPOORRTTEEDD  BBYY  WWIIRREELLEESSSS  
RROOUUTTIINNGG  CCLLIIEENNTT  AANNDD  GGAATTEEWWAAYY))  

 
The basic purpose of NAT is to share a single public IP address when there are 
multiple PCs in the private network by using different TCP ports to identify 
requests coming from different PCs. NAT is enabled by default. 
 
Due to NAT, computers in the private LAN behind the access point will not be 
directly accessible from the Internet. However, employing virtual Servers lets you 
host Internet servers behind the NAT by way of IP/Port Forwarding as well as De-
Militarized Zone hosting.  
 
 
 
 
Step 1:  
Under the CCOONNFFIIGGUURRAATTIIOONN  
command menu, click on NNAATT. 
NAT is enabled by default. To 
disable it, click DDiissaabbllee.  
 
Step 2:  
Click AAppppllyy to effect the setting. 
 

  

 
 

 

 

Important: 
Do NOT disable NAT unless absolutely necessary. Disabling NAT 
will disable broadband Internet sharing effectively. 
 

 



Advanced Configuration 
 

88 

CCOONNFFIIGGUURREE  VVIIRRTTUUAALL  SSEERRVVEERRSS  BBAASSEEDD  OONN  DDEE--MMIILLIITTAARRIIZZEEDD  ZZOONNEE  ((DDMMZZ))  
HHOOSSTT  

DMZ (De-Militarized Zone) makes specific PCs in a NAT-enabled network directly 
accessible from the Internet. 
 
When NAT is enabled, an Internet request from a client within the private 
network first goes to the access point receiving a request, the access point 
keeps track of which client is using which port number. Since any reply from 
Internet goes to the access point first, the access point (from the port number in 
the reply packet) knows to which client to forward the reply. If the access point 
does not recognize the port number, it will discard the reply.   
 
When using DMZ on a PC, any reply not recognized by the access point will be 
forwarded to the DMZ-enabled PC instead. 
 

 

 

 
 
 

 Step 1:  
Under the CCOONNFFIIGGUURRAATTIIOONN 
command menu, click on NNAATT. You 
will find the AAddvvaanncceedd  NNAATT  OOppttiioonnss 
available near the bottom of the 
page. 
 
Step 2:  
Click the DDMMZZ button to configure 
Virtual Servers based on De-Militarized 
Zone host. 
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Step 3:  
On the NNAATT  DDMMZZ  IIPP  AAddddrreessss page, 
you have to define the PPrriivvaattee  IIPP  
AAddddrreessss of the DMZ host. In this 
example, we keyed in the private IP 
address for the PC we wish to place 
within the DMZ : 192.168.168.55  
 
(Enter 00..00..00..00 as the PPrriivvaattee  IIPP  
AAddddrreessss and it will disable DMZ). 
 
Remember to click the AAppppllyy 
button. 
 

  

 

You may wish to set up a DMZ host if you intend to use a special-
purpose Internet Service such as an online game for which no i 

 

NOTE 
1. When you enable DMZ, the Static IP Address 

configuration is recommended for the DMZ host. Otherwise, if 
the address is allocated by DHCP, it may change and DMZ 
will not function properly. 

 
2. DMZ allows the host to expose ALL of its parts to the 

Internet. The DMZ host is thus susceptible to malicious attacks 
from the Internet. 
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CCOONNFFIIGGUURREE  VVIIRRTTUUAALL  SSEERRVVEERRSS  BBAASSEEDD  OONN  PPOORRTT  FFOORRWWAARRDDIINNGG  

Virtual Server based on Port Forwarding is implemented to forward Internet 
requests arriving at the access point’s WAN interface, based on their TCP ports, 
to specific PCs in the private network.  
 

 

 
 

 
 

 Step 1:  
Under the CCOONNFFIIGGUURRAATTIIOONN command 
menu, click on NNAATT. You will find the 
AAddvvaanncceedd  NNAATT  OOppttiioonnss available near 
the bottom of the page. 
 
Step 2:  
Click the PPoorrtt  FFoorrwwaarrddiinngg button to 
configure Virtual Servers based on Port 
Forwarding. 
 

Step 3:  
Hit the AAdddd button on the PPoorrtt  
FFoorrwwaarrdd  EEnnttrriieess page. 
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 Step 4:  
On the following AAdddd  PPoorrtt  FFoorrwwaarrdd  
EEnnttrryy screen, you can set up a Virtual 
Server for a KKnnoowwnn  SSeerrvveerr type by 
selecting from a drop-down menu OR 
you can define a CCuussttoomm  SSeerrvveerr. 
 
 
 

As an example, if you want to set up   
a web server on a PC with IP address 
of 192.168.168.55, select HTTP as 
SSeerrvveerr  TTyyppee and enter 
119922..116688..116688..5555 as the PPrriivvaattee  IIPP  
AAddddrreessss. Click on the AAdddd button.  
You will see the entry reflected as on 
the right. 
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Known Server 
 

  

Server Type : 
Select from the drop-down list of known server types: (HTTP, 
FTP, POP3 or Netmeeting). 

Private IP 
Address 

: Specify the LAN IP address of your server PC running within 
the private network.  

Public IP : Select All, Single, or Range from the dropdown list. 
From : Enter the beginning of the range. 

To : Enter the end of the range. 
   

 
 
 

Custom Server 
 

  

Server Type : Define a name for the server type you wish to configure. 

Protocol : 
Select either  TCP or UDP protocol type from the dropdown 
list.   

Public Port : 
Select whether to define a single port or a range of public 
port numbers to accept. 

From : Starting public port number. 

To : 
Ending public port number. If the Public Port type is Single, 
this field will be ignored. 

Private IP 
Address 

: Specify the IP address of your server PC running within the 
private network. 

Private Port From 
: Starting private port number. The ending private port 

number will be calculated automatically according to the 
public port range. 

Public IP : Select All, Single, or Range from the dropdown list. 
From : Enter the beginning of the range. 

To : Enter the end of the range. 
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CCOONNFFIIGGUURREE  VVIIRRTTUUAALL  SSEERRVVEERRSS  BBAASSEEDD  OONN  IIPP  FFOORRWWAARRDDIINNGG  

 When you have subscribed for more than one IP address from your ISP, you 
may define Virtual Servers based on IP Forwarding for which all Internet 
requests, regardless of ports, are forwarded to defined computers in the private 
network. Here are the steps to set it up: 
 

 

 Step 1:  
Select NAT from the 
CONFIGURATION command menu. 
 
Step 2:  
Click the IIPP  FFoorrwwaarrddiinngg button in 
Advanced NAT Options.  

Step 3:  
In the AAdddd  IIPP  FFoorrwwaarrdd  EEnnttrryy  page, 
enter the PPrriivvaattee  IIPP  AAddddrreessss and 
PPuubblliicc  IIPP  AAddddrreessss. In this example, we 
would like all requests for 
213.18.213.101 to be forwarded to a 
PC with PPrriivvaattee  IIPP AAddddrreessss 
192.168.168.55.  
 
Step 4:  
Click the AAdddd button to continue. 
  

 

 

 

 
 

 Step 5:  
The IIPP  FFoorrwwaarrdd  EEnnttrriieess page will 
reflect your new addition. 

  

 

NOTE 
For step 3 above, please ensure that you have subscribed to the 
Public IP Address you intend to forward from. 

 



Advanced Configuration 
 

94 

BBAANNDDWWIIDDTTHH  CCOONNTTRROOLL  ((OONNLLYY  SSUUPPPPOORRTTEEDD  BBYY  WWIIRREELLEESSSS  RROOUUTTIINNGG  
CCLLIIEENNTT  AANNDD  GGAATTEEWWAAYY))  
The access point is designed to support simple bandwidth management that 
makes use of the Bandwidth Control. This feature gives the administrator the 
choice to manage the bandwidth control of subscribers in case of massive 
data transfer   which causes slowdown problems when surfing the Internet. 

TTOO  EENNAABBLLEE  OORR  DDIISSAABBLLEE  BBAANNDDWWIIDDTTHH  CCOONNTTRROOLL  

Only two simple steps are required to enable or disable bandwidth control for 
the access point. 
 
Step 1:  
Under the CCOONNFFIIGGUURRAATTIIOONN command menu, click on BBaannddwwiiddtthh  CCoonnttrrooll. 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
Step 2:  
By default, BBaannddwwiiddtthh  CCoonnttrrooll is disabled. Select EEnnaabbllee, followed by clicking 
the AAppppllyy button.   
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TTOO  CCOONNFFIIGGUURREE  WWAANN  BBAANNDDWWIIDDTTHH  CCOONNTTRROOLL  SSEETTTTIINNGG  

The access point can allow you to limit the entire throughput by configuring the 
Upload / Download Bandwidth Setting option. These values should 
be set to a positive integer indicating the maximum number of kilobytes 
transferred per second that will be allowed.  The value of zero means unlimited. 
 
For example, if you configure the Upload Total Rate to be 640kb/sec (80KB/sec), 
then the access point will send out packets by this speed no matter how many 
clients/users are connected to it. 
 
Step 1:  
Under the CCOONNFFIIGGUURRAATTIIOONN command menu, click on BBaannddwwiiddtthh  CCoonnttrrooll to 
select WWAANN  BBaannddwwiiddtthh  CCoonnttrrooll  SSeettuupp. 
  
Step 2:  
The values for the DDoowwnnllooaadd  TToottaall  
RRaattee  and  UUppllooaadd  TToottaall  RRaattee  
BBaannddwwiiddtthh  CCoonnttrrooll are preset to 
zero. The value of zero indicates 
no limit and is the default. Key in 
the desired values, followed by 
clicking the AAppppllyy button.   
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TTOO  CCOONNFFIIGGUURREE  LLAANN  BBAANNDDWWIIDDTTHH  CCOONNTTRROOLL  SSEETTTTIINNGG  

The access point can allow you to limit the LAN user’s throughput by 
configuring the Bandwidth Control Rule. 
 
Step 1:  
Under the CCOONNFFIIGGUURRAATTIIOONN command menu, click on BBaannddwwiiddtthh  CCoonnttrrooll to 
select LLAANN  BBaannddwwiiddtthh  CCoonnttrrooll  SSeettuupp. 
  
Step 2:  
Click AAdddd to create the 
bandwidth rule for LAN 
user.   
 
 

Step 3:  
Click AAdddd to create the rule 
for LAN user’s bandwidth 
control.   
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This table describes the parameters that can be modified in the Add Bandwidth 
Control Entry page. 
 

Parameters Description 
Rule Name The rule describes the type of bandwidth traffic to be controlled 

and of a specification of what action to take when that 
bandwidth traffic is encountered. 
 

Committed Rate 
(kbit) 

This is the minimum bandwith rate at which a user can get the 
throughput. 
 

Ceiling Rate (kbit) This is the capped bandwith rate to limit a user’s throughput. 
 

Rule Type This is the type of rule depending on which IP or MAC address to 
use to download or upload a user’s throughput. 
 

IP/MAC Address This is the type of address to be chosen depending on the rule 
type. For instance, if you may want to limit an entirely machine 
address or a user by his router’s MAC address, you can specify 
the MAC address using that field in the same way that you can 
limit by IP address. 
 

 
Step 4:  
After you have completed the parameters, click AAdddd  so that the new rule is 
added in the entry list shown in Step 1.  To add more new bandwidth rules, 
repeat Step 1 through 3. 
 
 
 

 

NOTE 
The sum of Committed Rate of the rules should never exceed the 
corresponding Total Rate. 
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RREEMMOOTTEE  MMAANNAAGGEEMMEENNTT  ((OONNLLYY  SSUUPPPPOORRTTEEDD  BBYY  WWIIRREELLEESSSS  RROOUUTTIINNGG  
CCLLIIEENNTT  AANNDD  GGAATTEEWWAAYY))  
The advanced network administrator will be delighted to know that remote 
management is supported on the access point. With this feature enabled, you 
will be able to access the access point’s web-based configuration pages from 
anywhere on the Internet and manage your home/office network remotely. 

TTOO  SSEETT  UUPP  RREEMMOOTTEE  MMAANNAAGGEEMMEENNTT  

Only two simple steps are required to set up remote management for the 
access point. 
 

 

 
 

 Step 1:  
Under the CCOONNFFIIGGUURRAATTIIOONN 
command menu, click on RReemmoottee  
MMaannaaggeemmeenntt, and you will be 
brought to the following screen. 
  

Step 2:  
By default, RReemmoottee  MMaannaaggeemmeenntt is disabled. (To disable Remote Management, 
just enter 0 for RReemmoottee  HHttttpp  PPoorrtt). 
 
To enable RReemmoottee  MMaannaaggeemmeenntt, enter a port number which is not being used 
by other applications in the network. Please take note that it is recommended 
to use a different port number other than port 80 because some ISP block port 
number 80. 
 
  

 

NOTE 
In view of preventing unauthorized management from a remote 
location, please remember to replace the default password with 
a new one. 
 
You are also advised to change this password from time to time 
to guard against malicious attackers. 
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PPAARRAALLLLEELL  BBRROOAADDBBAANNDD  ((OONNLLYY  SSUUPPPPOORRTTEEDD  BBYY  GGAATTEEWWAAYY  MMOODDEE))  

 
Parallel Broadband provides scalable Internet bandwidth with Load Balancing 
and Fail-Over Redundancy. 
 
Load Balancing is provided by balancing the aggregate bandwidth of multiple 
broadband connections across the traffic demands of your private network. 
With Parallel Broadband, if a particular broadband connection fails, the access 
point will use the remaining functional broadband connections, thus providing 
Fail-Over Redundancy. 
 
Implementing Parallel Broadband requires the installation of 2 or more access 
points in the network, each connected to separate broadband Internet service 
account. As there is no restriction to the type of broadband Internet they are 
connected to, be it cable or ADSL, you may thus have one access point 
connected to cable Internet, and another to an ADSL line. The access points 
have to be operating in Gateway mode with Parallel Broadband and set to the 
same ESSID.  
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EENNAABBLLEE  PPAARRAALLLLEELL  BBRROOAADDBBAANNDD  OONN  TTHHEE  AACCCCEESSSS  PPOOIINNTT  

Before you begin, ensure that each of the access point within the network is 
properly configured to connect to its individual broadband Internet account. 
Then ensure that either: 
• each access point is connected to an Ethernet port in the network as 

illustrated above or 
Or 

• the access points are wired to each other. 
 
Finally, you are ready to access the web-based configuration of each of your 
access point to enable the Parallel Broadband feature. You will have to enable 
all the DHCP servers in all access points before enabling Parallel Broadband. 
Please note that you need to interconnect all access points 
 
Step 1:  
Under the CONFIGURATION command menu, click on Parallel Broadband. 
 
Step 2:  
Next simply select Enable and click 
the Apply button to make the 
changes effective. 
 
Step 3:  
Repeat this for the other access 
points in your network 
 
New users will then be assigned to 
the access point with the smallest 
load, ensuring that each access 
point has approximately the same 
number of users. 
 

  

 

 

 

Important: 
If you have only one unit of the access point, you DO NOT need 
to implement the Parallel Broadband feature for broadband 
Internet sharing. 
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EEMMAAIILL  NNOOTTIIFFIICCAATTIIOONN  
The access point provides this feature to notify you by email when there is a 
change in the WAN IP address that was supplied to you earlier. 
 

 

 
 

 Step 1:  
Under the CCOONNFFIIGGUURRAATTIIOONN 
command menu, click on WWAANN 
PPPPPPooEE  SSeettuupp or WWAANN  PPPPTTPP  SSeettuupp, 
and you will be brought to the 
following screen.  
 
Step 2:  
Click on the EEmmaaiill  NNoottiiffiiccaattiioonn 
button. 

 

 
 
Step 3:  
Click on the EEnnaabbllee button and key in the following fields as described below: 
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• Email address of Receiver: 
This is the email address of the receiver to whom the message would be sent. 
 
• IP address of Email Server: 
This is the IP address of the SMTP server through which the message would be 
sent out. (Take note that you are encouraged to use your ISP’s SMTP server). 
 
• User Name: 
This is the mail account user’s name that should be entered if authentication is 
required. 

 
• Password: 
This is the mail account user’s password that should be entered if 
authentication is required. 

 
• Email address of Sender: 
This is the email address of the sender from whom the message will appear to 
come. 

 
Step 4:  
By default, the checkbox next to NNeeeeddss  AAuutthheennttiiccaattiioonn is not ticked. This option 
allows you to specify whether the SMTP server requires authentication. 
 
Step 5:  
Then click on the AAppppllyy button. 
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SSTTAATTIICC  AADDDDRREESSSS  TTRRAANNSSLLAATTIIOONN  ((OONNLLYY  SSUUPPPPOORRTTEEDD  BBYY  WWIIRREELLEESSSS  
RROOUUTTIINNGG  CCLLIIEENNTT  AANNDD  GGAATTEEWWAAYY))  
If you use a notebook for work in the office, you most probably bring it home to 
connect to the Internet as well. Since it is most likely that your office network 
and home network broadband-sharing network subnets are configured 
differently, you would have the hassle of reconfiguring your TCP/IP settings 
every time you use the notebook in a different place. Static Address Translation 
allows you to bypass this hassle. 
 
With SAT, if you try to access the Internet on your notebook from home but with 
your office TCP/IP settings, the notebook will try to contact the IP address of 
your office gateway to the Internet. When the access point finds that the 
notebook is trying to contact a device lying on a different subnet from that of 
the home network, it would inform the notebook that the gateway to the 
Internet is in fact the access point itself. From then the notebook would contact 
the access point for access to the Internet without any change to the TCP/IP 
settings. 
 

 

NOTE 
For SAT to function properly: 
1. The IP address of the notebook should belong to a different 

subnet from the LAN IP address of your access point. 
 
The <Default Gateway> in the TCP/IP settings of your notebook 
should NOT be left blank. 
 

 
Step 1:  
Under the HHoommee  UUsseerr  FFeeaattuurreess command menu, click on SSttaattiicc  AAddddrreessss  
TTrraannssllaattiioonn. 
 
Step 2:  
You may then choose to EEnnaabbllee or 
DDiissaabbllee Static Address Translation 
here, followed by clicking the AAppppllyy 
button. (Note: SAT is disabled by 
default) 
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DDNNSS  RREEDDIIRREECCTTIIOONN  ((OONNLLYY  SSUUPPPPOORRTTEEDD  BBYY  WWIIRREELLEESSSS  RROOUUTTIINNGG  
CCLLIIEENNTT  AANNDD  GGAATTEEWWAAYY))  
When you enter a URL in your Internet browser, the browser requests for a 
name-to-IP address translation from the Domain Name System (DNS) servers to 
be able to locate the web server hosting the website you want to access. 
 
The DNS server, in turn, looks for the answer in its local cache and if an 
appropriate entry is found, sends back this cached IP address to the browser. 
Otherwise, it would have to contact other DNS servers until the query can be 
resolved.  
 
When you enable the DNS Redirection feature, DNS requests from the LAN 
clients will be processed by Access point. Unless in the access point’s LAN Setup 
you have already assigned a specific DNS server which should always be used, 
the access point would contact the DNS server allocated by your ISP to resolve 
DNS requests. 
 
When DNS Redirection is enabled, the DNS server used by the access point 
would override the one defined in the TCP/IP settings of the LAN clients. This 
allows the access point to direct DNS requests from the LAN to a local or to a 
closer DNS server it knows of, thus improving response time.  
 
DNS Redirection also provides more control to the network administrator. In the 
event that there is a change in DNS servers, he can simply indicate the actual 
DNS server IP address an the access point LAN Setup and enable DNS 
Redirection, without having to reconfigure the DNS settings of every LAN client. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Advanced Configuration 
 

105 

 

 
 
 

 

NOTE 
An entry for the DNS Server field in the PC TCP/IP Properties is 
required for Internet access. 
If the exact DNS IP address is unavailable, simple key in any valid 
IP address, for example: 10.10.10.10 
 

TTOO  EENNAABBLLEE//DDIISSAABBLLEE  DDNNSS  RREEDDIIRREECCTTIIOONN  

Step 1:  
Under the HHoommee  UUsseerr  FFeeaattuurreess command menu, click on DDNNSS  RReeddiirreeccttiioonn. 
 

 

 
 

 Step 2:  
Simply choose EEnnaabbllee or DDiissaabbllee for 
the SSttaattuuss of DDNNSS  RReeddiirreeccttiioonn. 
 
Step 3:  
Complete the setup by clicking the 
AAppppllyy button. 
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DDYYNNAAMMIICC  DDNNSS  SSEETTUUPP    
It is difficult to remember the IP addresses used by computers to communicate 
on the Internet. It gets even more complicated when ISPs change your public IP 
address regularly, as is the case when the Internet connection type is Dynamic 
IP or PPPoE with Dynamic IP.  
 
If you are doing some web hosting on your computer and are using Dynamic 
IP, Internet users would have to keep up with the changing IP address before 
being able to access your computer.  
 
When you sign up for an account with a Dynamic Domain Name Service 
(DDNS) provider, the latter will register your unchanging domain name, e.g. 
MyName.Domain.com. You can configure your access point to automatically 
contact your DDNS provider whenever the access point detects that its public 
IP address has changed. The access point would then log on to your account 
and update it with its latest public IP address. 
 
If a user enters your address: MyName.Domain.com into their web browser, this 
request would go to the DDNS provider which will then redirect the request to 
your computer, regardless of the IP address it is currently assigned by your ISP. 
  

TTOO  EENNAABBLLEE//DDIISSAABBLLEE  DDYYNNAAMMIICC  DDNNSS  SSEETTUUPP  

Step 1:  
Under the HHoommee  UUsseerr  FFeeaattuurreess command menu, click on DDyynnaammiicc  DDNNSS  SSeettuupp. 
 
 
 
 
 
 

Step 2:  
You may then choose to EEnnaabbllee or 
DDiissaabbllee Dynamic DNS here, 
followed by clicking the AAppppllyy 
button. (Note: Dynamic DNS is 
disabled by default) 
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TTOO  MMAANNAAGGEE  DDYYNNAAMMIICC  DDNNSS  LLIISSTT  ((DDDDNNSS))  

Step 1:  
Under the HHoommee  UUsseerr  FFeeaattuurreess command menu, click on DDyynnaammiicc  DDNNSS  SSeettuupp. 
 
Step 2:  
If you have already created a list 
earlier, click on the RReeffrreesshh button 
to update the list.  
 

  

 
 

Step 3:  
To add a new Dynamic DNS to the 
list, click on the Add button and 
you will see the CChhooiiccee  DDDDNNSS  
PPrroovviiddeerr page appear. There are 
two default providers which you 
can use. The following parameters 
are explained below: 

  

 
 

• Choice : 
This allows you to check the radio button of your preferred DDNS provider. 
 
• Provider Name : 
This is the name of your preferred DDNS provider. 
 
• Register Now : 
This allows you to go to the website of your preferred DDNS provider where you 
can register your account. 
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There are two DDNS providers that are pre-defined for you.  Please note that 
you need to be connected to the Internet to register your DDNS account. 
 
To select 2MyDNS – Dynamic DNS Service Provider as DDNS Service Provider 
Step 1:  
Under the CChhooiiccee column in the 
CChhooiiccee  DDDDNNSS  PPrroovviiddeerr check the 
radio button next to the 22MMyyDDNNSS  ––  
DDNNSS  SSeerrvviiccee  PPrroovviiddeerr. Then click on 
the NNeexxtt button to proceed.  
 
Step 2:  
Enter your DDoommaaiinn  NNaammee. 
 
Step 3:  
The AAuuttoo  DDeetteecctt checkbox is 
selected by default. The  WWAANN  IIPP  
entry box is blank by default.  These 
default settings should be applied if 
the dynamic WAN IP connection is 
used. 
 
For instance,  
If your ISP connection service uses 
the dynamic WAN IP, tick the AAuuttoo  
DDeetteecctt  checkbox to let the DDNS 
server learn your current WAN IP 
address. Enter your DDNS account 
UUsseerrnnaammee and PPaasssswwoorrdd.   
 
However, if you are using a fixed 
WAN IP connection, enter the IP 
address in the WWAANN  IIPP  field. Then, 
un-tick the AAuuttoo  DDeetteecctt  checkbox. 
Then the access point will update 
the DDNS server using that WAN IP 
entered in its field. 
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Step 4:  
(Optional) If you enable the 
wildcard service, your hostname 
would be allowed multiple 
identities.  
For example, if you register: 
mmyyddoommaaiinn..22mmyyddnnss..nneett, users looking 
for www.mydomain.2mydns.net or 
ftp.mydomain.2mydns.net can still 
reach your hostname. 
 

  

Step 5:  
(Optional) In the Mail Exchanger 
field, enter the Static WAN IP 
address of the mail server 
configured to handle email for your 
domain. Select BBaacckkuupp  MMaaiill  
EExxcchhaannggeerr to enable this service.  
 
 
 

  

 
 

Step 6:  
Click on the Add button to save 
the new addition. 
 

  

Step 7:  
The new domain is added to the 
Dynamic DNS list table.  
 
 
 
 
 
 
 
 
 
 
 

  

 
 

http://www.mydomain.2mydns.net/
ftp://ftp.mydomain.2mydns.net/
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Step 8:  
It will appear as a hyperlink which 
you can click to go back to the 
Dynamic DNS Edit page. From this 
page, you can update any of the 
parameters, delete the domain 
name or reset all parameters to be 
blank again. 
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Select DtDNS as DDNS Service Provider 
Step 1:  
Under the CChhooiiccee column in the 
table of CChhooiiccee  DDDDNNSS  PPrroovviiddeerr  
check the radio button next to the 
DDttDDNNSS. Then click on the NNeexxtt 
button to proceed.  
 
Step 2:  
Enter your DDoommaaiinn  NNaammee. 
 
Step 3:  
The AAuuttoo  DDeetteecctt checkbox is ticked 
by default. The  WWAANN  IIPP  entry box is 
blank by default.  These default 
settings should be applied if the 
dynamic WAN IP connection is 
used. 
 
For instance,  
If your ISP connection service uses 
the dynamic WAN IP, tick the AAuuttoo  
DDeetteecctt  checkbox to let the DtDNS 
server learn your current WAN IP 
address. Enter your DtDNS account 
UUsseerrnnaammee and PPaasssswwoorrdd.   
 
However, if you are using a fixed 
WAN IP connection, enter the IP 
address in the WWAANN  IIPP  field. Then, 
un-tick the AAuuttoo  DDeetteecctt  checkbox. 
Then the access point will update 
the DtDNS server using that WAN IP 
entered in its field. 
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Step 4:  
Then click on the  AAdddd button. 
 

  
 

Step 5:  
In our example, while the new 
domain name, ccooooll..33dd--ggaammee..ccoomm  
is being added to the list, the 
message ‘Waiting in queue…” will 
be displayed under the UUppddaattee 
SSttaattuuss column of the DDyynnaammiicc  DDNNSS  
LLiisstt table.  
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CChhaapptteerr  66::  WWiirreelleessss  EExxtteennddeedd  FFeeaattuurreess  
 
 

SSEETTUUPP  WWDDSS22  
 
WDS2 (Wireless Distributed System 2) links up access points to create a wider 
network in which mobile users can roam while still staying connected to 
available network resources. The wireless client and root access point has to be 
set up with the same channel frequency. This allows them to connect even 
when the link is lost, as the channel frequency setting is preserved. 
 

 
 
 
In this example, there are 2 access points: Access Point 1 and Access Point 2, 
with Access Point 1 as the root access point. 
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Follow these steps to change the setup of the root access point. 
 

Setup access point 1: 
 
Click on WLAN Setup from the CONFIGURATION menu. You will see the sub-
menus expanded under WLAN Setup. Click on Basic. 
 
Ensure that The Current Mode is set to Access Point. 
 
To change The Current Mode, please refer to: Common Configuration – 
WLAN Setup - To Configure the Basic Setup of the Wireless Mode. 
 
Select Act as RootAP. 
 
Select the Channel common to both access point 1 and access point 2. 
 
 

 
 
 

 



Wireless Extended Features 
 

115 

Follow these settings to setup access point 2. 
 

Setup access point 2: 
 
Click on WLAN Setup from the CONFIGURATION menu. You will see the sub-
menus expanded under WLAN Setup. Click on Basic. 
 
Select the Channel common to both access point 1 and access point 2. 
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Configure WDS2 link: 
 
Click on WLAN Setup from the CONFIGURATION menu. You will see the sub-
menus expanded under WLAN Setup. Click on Advanced. 
 

 
Under Extended Features, click on the WDS2 Settings button. 
Set WDS2 Link Status to Enable. 
 
Options for configuring WDS2 link: 
 

• By Remote AP MAC – Enter the Remote AP MAC 
 

 
OR 
 

• By Remote AP SSID – Uncheck the Remote AP MAC checkbox and 
enter the Remote AP SSID 

 

 
 
Click Apply. 
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SSEETT  VVIIRRTTUUAALL  AAPP  ((MMUULLTTIIPPLLEE  SSSSIIDD))  
 
Virtual AP implements mSSID (Multi-SSID) whereby a single wireless card 
can be setup with up to 16 virtual AP connections with different SSIDs or 
BSSID (Basic Service Set Identifier) and security modes. 
 
Virtual AP delivers multiple services by VLAN segmentation: making the 
network think there are many SSIDs available and channeling each 
connection through different VLANs to the respective virtual network 
segments on the Ethernet network. 
 
 

 
 

 
How it Works 
 
When WLAN PC 1 connects to VAP 1 its packets are channeled to VLAN 10 
group where only services connected to Port 2 and Port 3 are available to this 
wireless connection. 
 
It is similar for WLAN PC 2 and WLAN PC 3. Although they connect to the same 
radio card as WLAN PC 1, WLAN PC 2 can only access the services available at 
Port 6 and Port 7 and WLAN PC 3 can only access the services available at Port 
10 and Port 11. 
 
For more information on Virtual AP (Multiple SSID) please refer to 
Appendix: Virtual AP (Multiple SSID) FAQ. 
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Follow these steps to setup Virtual AP. 
 
Virtual AP 

SStteepp  11::    
Click on WLAN Setup from the 
CONFIGURATION menu. 
Select Virtual AP. 
 

 
 
 
 
 
 

 

SStteepp  22::    
Virtual AP List page displays. 
 

• Click Apply to register 
changes. 

• Click Clear to clear Virtual 
AP List. 

• Click Back to return to 
WLAN Basic Setup page. 

• Select the Delete option 
beside any Virtual APs you 
wish to delete. 

 
Click Add to goto add Virtual AP 
page. 

 

SStteepp  33::    
1. Enter ESSID name. 
2. Settings: 

• VLAN ID 
• Closed System 
• RootAP 

3. Select Security Mode. 
4. ClickApply to make 

changes or click Back to 
return to Virtual AP List 
page. 
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SSEETT  PPRREEFFEERRRREEDD  AAPPSS  ((AAVVAAIILLAABBLLEE  IINN  CCLLIIEENNTT  MMOODDEE))  
 
When there is more than one AP with the same SSID, the Preferred APs function 
allows you define the MAC address of the APs in order of preference. 
 
The MAC address at the top of the Preferred APs list has the highest connection 
preference, and the MAC address at the bottom has the lowest connection 
preference. 
 
Follow these steps to specify your preferred APs. 
 
Preferred APs 

SStteepp  11::    
1. Click on WLAN Setup from the 

CONFIGURATION menu. 
2. Select Preferred APs. 

 

SStteepp  22::    
1. Enter the MAC addresses of 

the preferred APs. 
2. Click Apply to effect the 

settings. 
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LLOONNGG  DDIISSTTAANNCCEE  PPAARRAAMMEETTEERRSS  
The access point can calculate and display suggested values for certain 
parameters to use to ensure that efficient wireless communication between 
physically distant access points. 
 

Select Advanced from WLAN Setup under Configuration. 
Click on the Long Distance Parameters button under the Extended Features 
section. 

 
Select to Enable the Outdoor function. 
 

 
 
The access point can automatically calculate the values of the parameters 
to input based on the distance between your access point and the other 
wireless device. Enter the distance in meters and click on the Show 
Reference Data button. 
 

 
 

You can enter the parameters based on the recommended values in the 
popup window, click on the Apply button to update the changes. 
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This table describes the parameters that can be modified in the Long Distance 
Parameters page. 
 
 

Parameters Description 
Outdoor The Outdoor parameter is disabled by default. If set to 

Enable, the Outdoor parameters will be configured for 
outdoor communication over short or long distances as 
specified. 
 

Distance This parameter determines the distance between your 
access point and the remote access point. It should be 
entered in meters. 
 

Slot Time Time is slotted and each unit of time is called one slot 
time. 
 

ACK Timeout This parameter determines the timeout allowed for the 
sending client to receive the acknowledgment response 
from the receiving client. If no acknowledgment packet 
is received within this period, the sender will assume the 
receiver has not received the packet and will attempt to 
re-send. 
 

CTS Timeout This Clear-to-Send time is the time the wireless sender will 
wait for a CTS packet signaling that the channel is idle 
and it can start data transmission. If no CTS packet is 
received within this period, the sender will assume the 
channel is busy and will wait before trying to send again. 
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SSEETT  WWIIRREELLEESSSS  MMUULLTTIIMMEEDDIIAA  
 
Wireless Multimedia (WMM) is a QoS (Quality of Service) standard in IEEE802.11E 
that we have adopted to improve and support the user experience for 
multimedia, video, and voice applications by prioritizing data traffic. QoS can 
be realized through 4 different Access Categories (AC). Each AC type consists 
of an independent transmit queue, and a channel access function with its own 
parameters. 
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Follow these steps to change the setup Wireless Multimedia on your access 
point. 
 

SStteepp  11::    
1. Click on WLAN Setup from the CONFIGURATION menu. 
2. Select Advanced. 

SStteepp  22::    
Click on the WMM Settings button. 

 

SStteepp  33::    
Select to Enable Wireless Multimedia (WMM) 
Enter the desired WMM parameters. Using the default parameters is 
recommended. 
Click Apply to apply the WMM settings, click Default to reset all parameters 
to default, or click Back to discard any changes and return to WLAN Basic 
Setup page. 
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WMM Parameters (for advanced users) 
AIFs (Arbitrary 

Inter-Frame 
Spacce) 

Arbitrary Inter-Frame Space is the minimum wait time 
interval between the wireless medium becoming idle and 

the start of transmission of a frame over the network. 
 
 

Cwmin 
(Contention 

Window 
Minimum) 

Contention Window Minimum is the minimum random wait 
time drawn from this interval or window for the backoff 

mechanism on the network. 
 
 
 

CwMax 
(Contention 

Window 
Maximum) 

 
 

Contention Window Maximum is the maximum random 
wait time drawn from this interval or window for the 

backoff mechanism on the network. 
 

TxOP limit 
(Transmit 

Opportunity 
Limit) 

 
 

Transmit Opportunity limit specifies the minimum duration 
that an end-user device can transmit data traffic after 

obtaining a transmit opportunity. TxOp limit can be used to 
give data traffic longer and shorter access. 

 

NoAck (No 
Acknoledgem

ent) 

No Acknowledgement provides control of the reliability of 
traffic flow. Usually an acknowledge packet is returned for 

every packet received, increasing traffic load and 
decreasing performance. Enabling No Acknowledgement 
cancels the acknowledgement. This is useful for data traffic 

where speed of transmission is important. 
 

ACM  
(Admission 

Control 
Mandatory) 

 
 

Admission Control Mandatory enables WMM on the radio 
interface. When ACM is enabled, associated clients must 
complete the WMM admission control procedure before 

access. 
 

BE (Best Effort) Parameters for Data0 Best Effort. 
Best Effort data traffic has no prioritization and applications 

equally share available bandwidth. 
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BK 
(Background) 

Parameters for Data1 Background. 
Background data traffic is de-prioritized and is mostly for 

backup applications, or background transfers like backup 
applications or background transfers like bulk copies that 

do not impact ongoing traffic like Internet downloads. 
 
 

VI (Video) Parameters for video data traffic. 
 
 

VO (Voice) Parameters for voice data traffic. 
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SSEETTUUPP  PPOOIINNTT--TTOO--PPOOIINNTT  &&  PPOOIINNTT--TTOO--MMUULLTTIIPPOOIINNTT  CCOONNNNEECCTTIIOONN  
 
You can implement Point-to-Point connection by simply setting one access 
point as RootAP in Access Point mode and setting the other access points to 
Transparent Client mode. 
 
You can set a root access point and a transparent client to allow point-to-point 
communication between different buildings and enable you to bridge wireless 
clients that are kilometres apart while unifying the networks. Or you can set a 
root access point and multiple transparent clients to allow point-to-multiple-
point communication between the access point located at a facility and 
several other access points installed in any direction from that facility. 
 
Follow these steps to setup RootAP 
 

RRoooottAAPP  SStteepp  11::    
Click on WLAN Setup from the CONFIGURATION menu. You will see the sub-
menus expanded under WLAN Setup. 
Click on Basic. 
 
Ensure that The Current Mode is set to Access Point. 
 
To change The Current Mode, please refer to: Common Configuration – 
WLAN Setup - To Configure the Basic Setup of the Wireless Mode. 
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RRoooottAAPP  SStteepp  22::    
Select Act as RootAP, click on the Apply button and reboot your device to 
let your changes take effect. 
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Follow these steps to setup Transparent Client/s. 
 

TTrraannssppaarreenntt  CClliieenntt  SStteepp  11::    
Click on WLAN Setup from the CONFIGURATION menu. You will see the sub-
menus expanded under WLAN Setup. 
Click on Basic. 
 
Ensure that The Current Mode is set to Transparent Client. 
To change The Current Mode, please refer to: Common Configuration – 
WLAN Setup - To Configure the Basic Setup of the Wireless Mode. 
 

 

TTrraannssppaarreenntt  CClliieenntt  SStteepp  22::    
Select the Remote AP MAC checkbox. 
Enter the Remote AP MAC. 

 
Note: 
When using Remote AP MAC, the ESSID name must also match the AP’s ESSID 
name, especially when Closed System is enabled on the AP. 

 
Repeat Transparent Client step to add more points to the Point-to- MultiPoint 
connection. 
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SSEETTUUPP  RREEPPEEAATTEERR  
 
A Repeater AP can connect to an AP only if the option Act as RootAP is set or 
checked in the AP setup. 
 

 
 
 

 

NOTE 
As bandwidth degrades with every repeater hop it is 
recommended that a limit of 4 hops is not exceeded. 
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NOTE 
DO NOT physically connect your PC to the server via Ethernet 
cable in addition to the wireless connection, as doing so will 
create a loop that is not prevented by wireless loop preventing 
feature. 

 

 
 
 

 



Wireless Extended Features 
 

131 

Follow these settings to setup the root AP. 
 

Root AP Settings: 
 
Click on WLAN Setup from the CONFIGURATION menu. You will see the sub-
menus expanded under WLAN Setup. 
 
Click on Basic. 
 
Ensure that The Current Mode is set to Access Point. 
 
To change The Current Mode, please refer to: Common Configuration – 
WLAN Setup - To Configure the Basic Setup of the Wireless Mode. 
 
Select Act as RootAP. 
 

 
 

Click Apply. 
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Follow these settings to setup the repeater. 
 

Repeater Settings: 
 
Click on WLAN Setup from the CONFIGURATION menu. You will see the sub-
menus expanded under WLAN Setup. 
 
Click on Basic. 
 
Ensure that The Current Mode is set to Repeater. 
 
To change The Current Mode, please refer to: Common Configuration – 
WLAN Setup - To Configure the Basic Setup of the Wireless Mode. 
 
 

 
 

Click Apply. 
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Options for defining the root AP: 
 

• Accept the default Remote ESSID (root AP’s SSID) 
 

 
 

OR 
 

• Enter the Remote ESSID. 
 

 
 

 
OR 

 
• Check and enter the Remote BSSID (root AP’s MAC address) 

 

 
 

Click Apply. 
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CChhaapptteerr  77::  WWLLAANN  SSeeccuurriittyy  
 
 
This section illustrates how to make your WLAN more secure. All the nodes in 
your network MUST share the same wireless settings to be able to communicate. 
 
We will illustrate how to configure each type of security mode individually.  
 
To start with, follow the common preliminary steps described below to select 
the most appropriate security approach for protecting your wireless 
communications.  
 

SStteepp  11::    
Click on WWLLAANN  SSeettuupp from the CCOONNFFIIGGUURRAATTIIOONN menu to select SSeeccuurriittyy. 
 

SStteepp  22::    
Make a selection from the SSeeccuurriittyy  MMooddee drop down list. The SSeeccuurriittyy  MMooddee is 
set to NNOONNEE by default. 
 
Click on the AAppppllyy button. 
 

 
 

 

 

NOTE 
All nodes in your network must share the same wireless settings in 
order to communicate. 
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HHOOWW  TTOO  SSEETT  UUPP  WWEEPP  
The guidelines below will help you to set up your access point for using WEP. 

At the WEP Setup page, 

 

SStteepp  11::    
Specify the kkeeyy  eennttrryy  ttyyppee, by selecting either: 
••  UUssee  HHeexxaaddeecciimmaall::  
••  UUssee  AASSCCIIII  

SStteepp  22::    
Select the TTrraannssmmiissssiioonn  KKeeyy from the pull down menu: 
••  KKeeyy  11  
••  KKeeyy  22  
••  KKeeyy  33  
••  KKeeyy  44  
 
The access point lets you define up to four different transmission keys. It 
defines a set of shared keys for network security. You must enter at least one 
WEP key to enable security using a shared key. 

SStteepp  33::    
Select the lleennggtthh of each encryption key: 
••  6644--  bbiitt  WWEEPP  

10 hexadecimal or 5 ASCII Text 
••  112288--bbiitt  WWEEPP  

26 hexadecimal or 13 ASCII Text 
 
To clear the values that you had entered in the field, click on the RReesseett 
button. 
 
Click on the AAppppllyy button and reboot your access point. 
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HHOOWW  TTOO  SSEETT  UUPP  WWPPAA--PPEERRSSOONNAALL    
((OONNLLYY  AAVVAAIILLAABBLLEE  IINN  AACCCCEESSSS  PPOOIINNTT  MMOODDEE))  
The guidelines below will help you to set up the access point for using WPA-PSK. 
Please follow the steps below if you have activated WPA-PSK, WPA2-PSK or 
WPA-PSK-AUTO security modes. 
 

 
At the WWPPAA11//22--PPSSKK  SSeettuupp page, 
 

 
 

SStteepp  11::    
Specify the kkeeyy  eennttrryy  ttyyppee, by selecting either: 
••  PPaasssspphhrraassee  ((AAllpphhaannuummeerriicc  cchhaarraacctteerrss))  
••  HHeexxaaddeecciimmaall  
 

SStteepp  22::    
Fill in the WWPPAA--PPSSKK (Pre-Shared network Key): 
If you are using the PPaasssspphhrraassee format, your entry can consist of a minimum 
of 8 alphanumeric characters or a maximum of 63 alphanumeric characters. 
 
Otherwise, when using the HHeexxaaddeecciimmaall format, your entry MUST consist of 64 
hexadecimal characters. 
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SStteepp  33::      
For WPA-PSK 
Set the CCiipphheerr  TTyyppee to TTKKIIPP. 
WPA replaces WEP with a strong encryption technology called Temporal Key 
Integrity Protocol (TKIP) with Message Integrity Check (MIC).  
 
For WPA2-PSK 
Set the CCiipphheerr  TTyyppee to AAEESS. 
Advanced Encryption Standard (AES) is a stronger symmetric 128-bit block 
data encryption technique. AES is a requirement of WPA2 under the IEEE 
802.11i  standard. 
 
 
For WPA-PSK-AUTO 
Set the CCiipphheerr  TTyyppee to AAuuttoo to allow the access point to automatically 
detect the cipher type to use. 
 

SStteepp  44::    
Enter the GGTTKK  ((GGrroouupp  TTrraannssiieenntt  KKeeyy))  UUppddaatteess. 
This is the length of time after which the access point will automatically 
generate a new shared key to secure multicast/broadcast traffic among all 
stations that are communicating with it. By default, the value is 600 seconds. 
 

SStteepp  55::    
Press the AAppppllyy  button and reboot your system, after which your settings will 
become effective. 
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HHOOWW  TTOO  SSEETT  UUPP  880022..11XX//RRAADDIIUUSS  
((OONNLLYY  AAVVAAIILLAABBLLEE  IINN  AACCCCEESSSS  PPOOIINNTT  MMOODDEE))  
The guidelines below will help you to set up the access point for using 
802.1x/RADIUS. 
 

 
At the IEEE 802.1x Setup page, 
 

 
 

SStteepp  11::    
Key in the IP address of the PPrriimmaarryy  RRAADDIIUUSS  SSeerrvveerr in your WLAN. You can 
optionally add in the IP address of a SSeeccoonnddaarryy  RRAADDIIUUSS  SSeerrvveerr, if any. 
 
The RADIUS authentication server MUST be in the same subnet as the access 
point. 
 

SStteepp  22::    
By default, the value for AAuutthheennttiiccaattiioonn  PPoorrtt number is 11881122. You can leave 
this value as it is. This value must be set to be the same as the one in the 
RADIUS server. 
 

SStteepp  33::    
By default, the value for AAccccoouunnttiinngg  PPoorrtt number is 11881133. You can leave this 
value as it is. This value must be set to be the same as the one in the RADIUS 
server. 
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SStteepp  44::    
Enter the SShhaarreedd  SSeeccrreett  KKeeyy in the field provided. 
 

SStteepp  55::    
By default, the BBrrooaaddccaasstt  KKeeyy  RRoottaattiioonn is set as 660000 seconds. You may leave 
this value as its default setting. 
 

SStteepp  66::    
Select the lleennggtthh of each encryption key: 
••  6644--  bbiitt    

10 hexadecimal or 5 ASCII Text 
••  112288--bbiitt    

26 hexadecimal or 13 ASCII Text 
 

SStteepp  77::    
Press the AAppppllyy  button and reboot your system, after which your settings will 
become effective. 
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HHOOWW  TTOO  SSEETT  UUPP  WWPPAA  EENNTTEERRPPRRIISSEE  
((OONNLLYY  AACCCCEESSSS  PPOOIINNTT  MMOODDEE  SSUUPPPPOORRTTSS  WWPPAA22--EEAAPP  AANNDD  WWPPAA--
EEAAPP--AAUUTTOO))  
The guidelines below will help you to set up the access point for using WPA-EAP. 
Please follow the steps below if you have selected the WPA or WPA1-EAP, 
WPA2-EAP or WPA-EAP-AUTO. 
 

 
At the WWPPAA11//22--EEAAPP  SSeettuupp page, 
 

 

SStteepp  11::    
Key in the IP address of the PPrriimmaarryy  RRAADDIIUUSS  SSeerrvveerr in your WLAN. 
 
You can optionally add in the IP address of a SSeeccoonnddaarryy  RRAADDIIUUSS  SSeerrvveerr, if 
any. The RADIUS authentication server MUST be in the same subnet as the 
access point. 
 

SStteepp  22::    
By default, the value for AAuutthheennttiiccaattiioonn  PPoorrtt number is 11881122. You can either 
leave this value as it is or key in a different Authentication Port but it MUST 
match the corresponding port of the RADIUS server. 
 

SStteepp  33::    
By default, the value for AAccccoouunnttiinngg  PPoorrtt is 11881133. You can leave this value as 
it is. This value must be set to be the same as the one in the RADIUS server. 
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SStteepp  44::    
Enter the SShhaarreedd  SSeeccrreett  KKeeyy used to validate client-server RADIUS 
communications. 
 

SStteepp  55::    
Select the lleennggtthh of each encryption key: 
••  6644--  bbiitt  

10 hexadecimal or 5 ASCII Text 
••  112288--bbiitt  

26 hexadecimal or 13 ASCII Text 
 

SStteepp  66::    
For WPA-EAP 
Set the CCiipphheerr  TTyyppee to TTKKIIPP. 
WPA replaces WEP with a strong encryption technology called Temporal Key 
Integrity Protocol (TKIP) with Message Integrity Check (MIC).  
 
For WPA2-EAP (Only in Access Point mode) 
Set the  CCiipphheerr  TTyyppee to AAEESS. 
Advanced Encryption Standard (AES) is a symmetric 128-bit block data 
encryption technique. It is a requirement of WPA2 under the IEEE 802.11i 
standard. 
 
For WPA-EAP-AUTO (Only in Access Point mode) 
Set the CCiipphheerr  TTyyppee to AAuuttoo to allow the access point to automatically 
detect the cipher type to use. 
 

SStteepp  77::    
Enter the GGTTKK  ((GGrroouupp  TTrraannssiieenntt  KKeeyy))  UUppddaatteess. 
This is the length of time after which the access point will automatically 
generate a new shared key to secure multicast/broadcast traffic among all 
stations that are communicating with it. By default, the value is 600 seconds. 
 

SStteepp  88::    
Press the AAppppllyy  button and reboot your system, after which your settings will 
become effective. 
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CChhaapptteerr  88::  SSeeccuurriittyy  CCoonnffiigguurraattiioonn  
 
 
This chapter describes the security configuration mainly found in the Wireless 
Routing Client and Gateway modes. 

PPAACCKKEETT  FFIILLTTEERRIINNGG  
As part of the comprehensive security package found on the access point, you 
may perform IP packet filtering to selectively allow/disallow certain applications 
from connecting to the Internet. 

CCOONNFFIIGGUURREE  PPAACCKKEETT  FFIILLTTEERRIINNGG  

Step 1:  
Under the SSeeccuurriittyy  CCoonnffiigguurraattiioonn command menu, click on PPaacckkeett  FFiilltteerriinngg. 
 
 
 
 
 
 
 
 

 

 
 

 Step 2:  
You must first choose the PPaacckkeett  
FFiilltteerr  TTyyppee by clicking on the 
CChhaannggee button. 

Step 3:  
Select from three choices: DDiissaabblleedd, 
SSeenntt, DDiissccaarrddeedd, then click on the 
AAppppllyy button. The default is DDiissaabblleedd, 
which allows all packets to be sent. 
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Step 4:  
Click on the AAdddd button and you will 
be able to define the details of your 
PPaacckkeett  FFiilltteerr  RRuullee from the screen on 
the right. 
 

4a). Enter Rule Name for this new 
packet filtering rule.  For 
example, BlockCS 

 
4b). From the IP Address drop 

down list, select whether to 
apply the rule to:  

 
 A Range of IP addresses  

In this case, you will have to 
define (From) which IP address 
(To) which IP address, your 
range extends. 
 

 A Single IP address 
Here, you need only specify 
the source IP address in the 
(From) field. 
 

 Any IP address 
You may here, leave both, the 
(From) as well as the (To) fields, 
blank. Here, the  rule will apply 
to all IP addresses. 

 
4c). At the Destination Port drop 

down list, select either: 
 

 
 
 

 

 
 
 
 
 

 

 
 
 

 
 
 

 
 
 
 

 
 

 



Security Configuration 
 

144 

 A Range of TCP ports    
In this case, you will have to 
define (From) which port (To) 
which port, your rule applies. 
 

 A Single TCP port 
Here, you need only specify 
the source port in the (From) 
field. 
 

 Any IP port 
You may here, leave both, the 
(From) as well as the (To) fields, 
blank. Here, the rule will apply 
to all ports. 

 
4d). From the Day of the Week 

drop down list, select whether 
the rule should apply to: 

 
 A Range of days 

Here, you will have to select 
(From) which day (To) which 
day  
 

 Any day 
In this case, you may skip both 
the (From) as well as the (To) 
drop down fields. 

 
4e). At the Time of the Day drop 

down list, you may also 
choose to apply the rule to: 

 
 A Range of time 

In which case, you have to 
specify the time in the format 
HH:MM, where HH may take 
any value from 00 to 23 and 
MM, any value from 00 to 59. 
 

 Any time 
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Here, you may leave both 
(From) and (To) fields blank. 

 
Step 5:  
Click on the AAppppllyy button to make 
the new rule effective. 
 
The FFiilltteerriinngg  CCoonnffiigguurraattiioonn table will 
then be updated. 
 
 

 
 

 Step 6:  
In this example, let us say we 
would like to block an 
application called CS from all 
PCs (any IP address within the 
network) from Monday to Friday 
7am to 6pm, and this application 
is using the port number 27015.  
 
Therefore, for a rule we name 
BlockCS, and add the entries 
depicted on the left. Clicking on 
the Add button will make your 
packet filter rule effective. 
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UURRLL  FFIILLTTEERRIINNGG  
The access point supports URL Filtering which allows you to easily set up rules to 
block objectionable web sites from your  LAN users.  

TTOO  CCOONNFFIIGGUURREE  UURRLL  FFIILLTTEERRIINNGG  

Step 1:  
Under the SSeeccuurriittyy  CCoonnffiigguurraattiioonn command menu, click on UURRLL  FFiilltteerriinngg. 
 
 
 
 
 
 
 
 

 

 
 

 Step 2:  
You may now define the UURRLL  FFiilltteerr  TTyyppee 
by clicking the CChhaannggee button. 
 
 

Step 3:  
Select BBlloocckk or AAllllooww, and then click 
on the AAppppllyy button. The default is 
DDiissaabblleedd, which allows all websites 
to be accessed. 
 
When you will be returned to the 
page shown above, then click the 
AAdddd button. 

  

 
 
 

 

 
 

 Step 4:  
For the HHoosstt  NNaammee field, input the web 
site address that you wish to block. 
Then click the AAdddd button to complete 
your setup. 
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FFIIRREEWWAALLLL  CCOONNFFIIGGUURRAATTIIOONN  

More than just a “NAT” firewall, there is a powerful Stateful Packet Inspection 
(SPI) firewall option that can be activated on the access point. Stateful 
inspection compares certain key parts of the packet to a database of trusted 
information before allowing it through.  Common hacker attacks like IP 
Spoofing, Port Scanning, Ping of Death and SynFlood can be easily thwarted 
with the access point’s SPI firewall. 
 
 

TTOO  CCOONNFFIIGGUURREE  SSPPII  FFIIRREEWWAALLLL  

The following steps explain the configuration of the access point’s SPI firewall. 
As incorrect configuration to the firewall can result in undesirable network 
behavior, you are advised to carefully plan your firewall security rules. 
 
Step 1:  
Under the SSeeccuurriittyy  CCoonnffiigguurraattiioonn command menu, click on FFiirreewwaallll  
CCoonnffiigguurraattiioonn.  
 
  
 
 
 
 
 
 
 

 

 
 

 Step 2:  
First, enable the firewall. You can 
choose among the DDeeffaauulltt  LLooww, 
DDeeffaauulltt  MMeeddiiuumm or DDeeffaauulltt  HHiigghh 
security options for convenient setup. 
 
Step 3:  
Then you may choose the type of 
network activity information you wish 
to log for reference. Data activity 
arising from different types of 
protocol can be recorded. 
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The packet types that you have 
selected in the AAcccceepptteedd section will 
be displayed in the firewall log if they 
are detected by the firewall. This also 
applies to the DDeenniieedd section. 
 

 

 
 

 Step 4:  
You may add more firewall rules for 
specific security purposes. Click on 
the AAdddd radio button at the screen 
shown above, followed by the EEddiitt 
button and the screen on the left will 
appear. 
 

   

Rule Name : Enter a unique name to identify this firewall rule. 
 

Disposition 
Policy 

: This parameter determines whether the packets obeying the rule 
should be accepted or denied by the firewall. Choose between 
Accept or Deny. 
 

Protocols : Users are allowed to select the type of data packet from: TCP, UDP, 
ICMP, IGMP or ALL. 
 

Note: If users select either ICMP or IGMP, they are required to make 
further selection in the ICMP Types or IGMP Types respectively. 
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ICMP Types 
 

: This IP protocol is used to report errors in IP packet routing. ICMP 
serves as a form of flow control, although ICMP messages are 
neither guaranteed to be received or transmitted.  
 
 

ICMP Packet Type Description 
Echo request Determines whether an IP node (a host or 

a router) is available on the network. 
Echo reply Replies to an ICMP echo request. 
Destination 
unreachable 

Informs the host that a datagram cannot 
be delivered. 

Source quench Informs the host to lower the rate at which 
it sends datagrams because of 
congestion. 

Redirect Informs the host of a preferred route. 
Time exceeded Indicates that the Time-to-Live (TTL) of an 

IP datagram has expired. 
Parameter 
Problem 

Informs that host that there is a problem in 
one the ICMP parameter. 

Timestamp 
Request 

Information that is from the ICMP data 
packet. 

Information 
Request 

Information that is from the ICMP data 
packet. 

Information Reply Information that is from the ICMP data 
packet. 

   
IGMP Types 
 
 
 
 
 
 
 
 
 
 

: This IP protocol is used to establish host memberships in particular 
multicast groups on a single network. The mechanisms of the 
protocol allow a host to inform its local router, using Host 
Membership Reports. 
 

Host Membership 
Report 

Information that is from the IGMP data 
packet. 

Host Membership 
Query 

Information that is from the IGMP data 
packet. 

Leave Host 
Message 

Information that is from the ICMP data 
packet. 

 

Source IP : This parameter allows you to specify workstation(s) generating the 
data packets. Users can either set a single IP address or set a range 
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of IP addresses. 
 

Destination IP : This parameter lets you specify the set of workstations that receive 
the data packets. Users can either set a single IP address or set a 
range of IP addresses. 
 

Source Port : You can control requests for using a specific application by 
entering its port number here. Users can either set a single port 
number or a range of port numbers.  
 

Destination Port : This parameter determines the application from the specified 
destination port. Users can either set a single port number or a 
range of port numbers. 
 

Check Options : This parameter refers to the options in the packet header. The 
available selection options are abbreviated as follows: 
 

SEC – Security 
LSRR – Loose Source Routing 
Timestamp – Timestamp 
RR – Record Route 
SID – Stream Identifier 
SSRR – Strict Source Routing 
RA – Router Alert 

 
Check TTL : This parameter would let you screen packets according to their 

Time-To-Live (TTL) value available options are:  
 

1. Equal 
2. Less than 
3. Greater than 
4. Not equal 

 



Security Configuration 
 

151 

  

FFIIRREEWWAALLLL  LLOOGGSS  
When the access point’s SPI firewall is in operation, valuable traffic patterns in 
your network will be captured and stored into the Firewall Logs. From these logs, 
you can extract detailed information about the type of data traffic, the time, 
the source and destination address/port as well as the action taken by the SPI 
firewall. You can choose which type of packets to log from the Firewall 
Configuration. 

TTOO  VVIIEEWW  FFIIRREEWWAALLLL  LLOOGGSS  

Step 1:  
Under the SSEECCUURRIITTYY  CCOONNFFIIGGUURRAATTIIOONN command menu, click on FFiirreewwaallll  LLooggss. 
 
 

 
 

 Step 2:  
Click the RReeffrreesshh button to see new 
information captured in the log. 
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CChhaapptteerr  99::  SSyysstteemm  UUttiilliittiieess  
 

UUSSIINNGG  TTHHEE  SSYYSSTTEEMM  TTOOOOLLSS  MMEENNUU  

PPIINNGG  UUTTIILLIITTYY    

This feature lets you determine whether your access point can communicate 
(ping) with another network host. This feature is available only for the Wireless 
Routing Client and Gateway modes. 
 
Step 1:  
Select PPiinngg  UUttiilliittyy under the SSYYSSTTEEMM  TTOOOOLLSS command menu. 
 

 

 
 

 Step 2:  
Enter the IP address of the target 
host where the target host you want 
the access point to ping to. 
 
Step 3:  
To ping the access point, click SSttaarrtt. 
 

 
 
 
 
 
 
 
 
 
 
Step 4:  
The Ping messages will be displayed. 
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UUSSEE  SSYYSSLLOOGG  

Syslog forwards system log messages in a network to a machine running a 
Syslog listening application. It is used to help in managing the computer system 
and increase security on the network. 
Freeware supporting Syslog is widely available for download from the Internet. 
 
 
 

 
 
 
This section shows how to: 

• Setup Syslog. 
• View logged information. 

  
The System Log Setup page allows the user to: 

• Enable or Disable system logging. 
• Set the Remote IP Address or Domain Name and Remote Port for the 

router to send the system log messages to. 
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Follow these steps to setup Syslog: 
 
Step 1:  
Click on Syslog from the SYSTEM TOOLS menu. 
 
Step 2:  
 
 
 
 
 
 
 
 

 
 

Select to Enable Syslog. 
 
Enter the Logging IP or Domain Name 
 
Enter the Logging Port 
 
Click Apply to make the changes. 
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Follow these sample steps to view logged information: 

SStteepp  11::    
Search for a Syslog listening application. 

 

SStteepp  22::    

Select a Syslog listening application.  

 

SStteepp  33::    

Download Syslog listening application. 
 
 

SStteepp  44::    

Install Syslog listening application. 
 

 

SStteepp  55::    

View logged information on Syslog listening application. 
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SSYYSSTTEEMM  IIDDEENNTTIITTYY  

If your network operates with several access points, you would find it useful to 
have a means of identifying each individual device. 
 
You can define the System Identity of your access point to be uniquely 
identifiable as follows: 
 

SStteepp  11::    
Click on SSyysstteemm  IIddeennttiittyy from the SSYYSSTTEEMM  TTOOOOLLSS menu. 
 

 
 

SStteepp  22::    
Enter a unique name in the SSyysstteemm  NNaammee field. 
 

SStteepp  33::    
Fill in the name of a person to contact in the SSyysstteemm  CCoonnttaacctt field. 
 

SStteepp  44::    
Fill up the SSyysstteemm  LLooccaattiioonn field. If there are multiple devices in your network 
or building, this entry might help to identify the device location. 
 

SStteepp  55::    
Click on the AAppppllyy button to effect the changes. 
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SSEETT  SSYYSSTTEEMM’’SS  CCLLOOCCKK  

SStteepp  11::    
Click on SSeett  SSyysstteemm’’ss  CClloocckk from the SSYYSSTTEEMM  TTOOOOLLSS menu. 
 

 
 

SStteepp  22::    
Select the appropriate time zone from the SSeelleecctt  ttoo  CChhaannggee  tthhee  TTiimmee  ZZoonnee  
ffoorr  tthhee  RRoouutteerr  LLooccaattiioonn drop-down list. 
 

SStteepp  33::    
EEnnaabbllee the Auto Time Setting (SNTP) radio button. SSNNTTPP stands for Simple 
Network Time Protocol and is used to synchronise computer clocks. 
 

SStteepp  44::    
Fill in the TTiimmee  SSeerrvveerrss field and click on the AAppppllyy button to effect the 
changes. 
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FFIIRRMMWWAARREE  UUPPGGRRAADDEE  

You can check the types and version of your firmware by clicking on About 
System from the HELP menu.  
 
To begin with, ensure that you have downloaded the latest firmware onto your 
local hard disk drive. 
 

SStteepp  11::    
Click on FFiirrmmwwaarree  UUppggrraaddee from the SSYYSSTTEEMM  TTOOOOLLSS menu. 
 

 
 

SStteepp  22::    
Click on the BBrroowwssee button to locate the file. 
 

SStteepp  33::    
Click on the UUppggrraaddee button. 
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Follow the instructions given during the upgrading process.  
 

 
 

SStteepp  44::    
You need to reboot the system after the firmware upgrade. 
 

 
 

 
 

 

NOTE 
The firmware upgrade process must NOT be interrupted otherwise 
the device might become unusable. 
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BBAACCKKUUPP  OORR  RREESSEETT  SSEETTTTIINNGGSS  

You may choose to save the current configuration profile, to make a backup of 
it onto your hard disk, to restore an earlier profile saved on file or to reset the 
access point back to its default settings. 
 
RREESSEETT  YYOOUURR  SSEETTTTIINNGGSS  
 

SStteepp  11::    
Click on BBaacckkuupp  oorr  RReesseett  SSeettttiinnggss from the SSYYSSTTEEMM  TTOOOOLLSS menu. 
 

SStteepp  22::    
To discard ALL the configuration you have made and restore the access 
point to its initial factory settings, click on RReesseett button. 
 

 
 

SStteepp  33::    
The system will prompt you to reboot your device. Click on the RReebboooott button 
to proceed. 
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BBAACCKKUUPP  YYOOUURR  SSEETTTTIINNGGSS  
 

SStteepp  11::    
Click on BBaacckkuupp  oorr  RReesseett  SSeettttiinnggss from the SSYYSSTTEEMM  TTOOOOLLSS menu. 
 

SStteepp  22::    
If you want to back up the current settings of your access point onto your 
hard disk drive, click on the BBaacckkuupp button. 
 

 
 

SStteepp  33::    
Next, save your configuration file to your local disk. 
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RREESSTTOORREE  YYOOUURR  SSEETTTTIINNGGSS  
 

SStteepp  11::    
Click on BBaacckkuupp  oorr  RReesseett  SSeettttiinnggss from the SSYYSSTTEEMM  TTOOOOLLSS menu. 
 

SStteepp  22::    
If you want to store back the settings that you had previously saved, click on 
the BBrroowwssee…… button. Proceed to the folder where you saved your 
configuration file.  
 

 
 
 
Click on the RReessttoorree button and the system will prompt you to reboot your 
device. 
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RREEBBOOOOTT  SSYYSSTTEEMM  

Most of the changes you make to the system’s settings require a system reboot 
before the new parameters can take effect. 
 

SStteepp  11::    
Click on RReebboooott  SSyysstteemm from the SSYYSSTTEEMM  TTOOOOLLSS menu. 
 

SStteepp  22::    
Click on the RReebboooott button. 
 

 
 

SStteepp  33::    
Wait for the system to reboot and the login page will be displayed. 
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CCHHAANNGGEE  PPAASSSSWWOORRDD  

It is recommended that you change the default login password, which is case 
sensitive and is set by default, to password.  
 

SStteepp  11::    
Click on CChhaannggee  PPaasssswwoorrdd from the SSYYSSTTEEMM  TTOOOOLLSS menu. 
 

SStteepp  22::    
Key in the CCuurrrreenntt  PPaasssswwoorrdd. The factory default is password. 
 
Enter the nneeww  ppaasssswwoorrdd in the NNeeww  PPaasssswwoorrdd field as well as in the CCoonnffiirrmm  
PPaasssswwoorrdd field. 
 

SStteepp  33::    
Click on the AAppppllyy button to update the changes. 
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LLOOGGOOUUTT  

 
To exit the Web interface, follow the next few steps. 

SStteepp  11::    
Click on LLooggoouutt from the SSYYSSTTEEMM  TTOOOOLLSS menu. 
 

SStteepp  22::    
Click the LLOOGGIINN!! button to access your access point’s configuration 
interface again. 
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UUSSIINNGG  TTHHEE  HHEELLPP  MMEENNUU  

AABBOOUUTT  SSYYSSTTEEMM  

The About System page displays a summary of your system configuration 
information. Support technicians might require specific information about your 
system data when they are troubleshooting your configuration. You can use the 
information displayed in this page to quickly find the data they need to resolve 
your system problem. 
 

SStteepp  11::    
Click on AAbboouutt  SSyysstteemm from the HHEELLPP menu. 
 
The SSyysstteemm  IInnffoorrmmaattiioonn page will supply information concerning your access 
point’s configuration settings. 
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AAppppeennddiixx  II::  FFiirrmmwwaarree  RReeccoovveerryy  
 
 
This section demonstrates how to reload the firmware to the access point 
should the system fail to launch properly. In such cases, the access point will 
automatically switch to loader mode and the diagnostic LED will light up and 
remain ON. 
 
The table below illustrates the behavior of the diagnostic LED ( ). 
 

Access point State Diagnostic LED ( ) State 
Corrupted firmware – access point 
automatically switches to loader mode 

Blinks very fast 

Recovery in progress ON 
Successful recovery Blinks very slowly 

 
Before starting, check the status of the diagnostic LED against the table above 
to confirm whether firmware failure has occurred. 
 

SStteepp  11::    
Power the access point off and disconnect it from the network. 
 

SStteepp  22::    
Use a MDI cable to connect the LAN port of the access point to the LAN port 
of your computer. 
 

SStteepp  33::    
Power the access point on, and then start up your computer.  You are 
recommended to set your computer’s IP address to 192.168.168.100 and its 
network mask to 255.255.255.0. 
 

SStteepp  44::    
Insert the Product CD into the CD drive of your computer. 
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SStteepp  55::    
From the Start menu, click Run and type cmd. When the command prompt 
window appears, type in the following command: 
 
X:\recovery\TFTP -i 192.168.168.1 PUT image_name.IMG, where X refers to 
your CD drive and image_name.IMG to the firmware filename found in the 
Recovery folder of the Product CD. 
 

SStteepp  66::    
If you have downloaded a newer firmware and have saved it in your local 
hard disk as: C:\EP54G1A\541Axxx.IMG, then replace the command with 
this new path and firmware name. In our example: 
C:\ EP54G1A \TFTP –i 192.168.168.1 PUT 541Axxx.img 
 
The recovery process will now take place. You can check the diagnostic LED 
to monitor the progress of the recovery process. 
 
When firmware restoration has completed, reboot the access point and it will 
be ready to operate. 
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AAppppeennddiixx  IIII::  TTCCPP//IIPP  CCoonnffiigguurraattiioonn  
 
 
Once the hardware has been set up, you need to assign an IP address to your 
PC so that it will be in the same subnet as the access point. By default, the 
access point’s IP address is 192.168.168.1; and its subnet mask is 255.255.255.0. 
You need to configure your PC’s IP address to 192.168.168.xxx; and its subnet 
mask is 255.255.255.0, where xxx can be any number from 2 to 254 excluding 1. 
Simply follow the procedures stated below to configure the TCP/IP settings of 
your PC. 

FFOORR  WWIINNDDOOWWSS  9955//9988//9988SSEE//MMEE//NNTT  

 
Please note the following instructions are based on Windows 98. 
 

SStteepp  11::    
From your desktop, click on Network Neighborhood icon and select Properties. 
 

SStteepp  22::    
Choose the network adapter that you are using; right click and select 
Properties. 
 

SStteepp  33::    
Highlight the TCP/IP and click on 
Properties button. 
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SStteepp  44::    
Select the radio button for 
Specify an IP address. 
 
Enter the IP Address and Subnet 
Mask as 192.168.168.X and 
255.255.255.0, where X can be 
any number from 2 to 254, 
except for 1. In this example, we 
are using 192.168.168.100 as the 
static IP Address. 
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SStteepp  55::    
In order to check if the IP address 
has been assigned correctly to 
your PC, simply go to the Start 
menu, select Run, and enter the 
command winipcfg. 
 
Select your respective Ethernet 
Adapter from the drop down list 
and click OK. 
 

 
 

 
 
 
 

Now, your PC is now ready to communicate with your access point. 
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FFOORR  WWIINNDDOOWWSS  XXPP//22000000  

SStteepp  11::    
Go to your desktop, right-click on My Network Places icon and select 
Properties. 
 

SStteepp  22::    
Go to your network adapter icon, 
right click and select to Properties. 

 

 
 

SStteepp  33::    
Highlight Internet Protocol (TCP/IP) 
and click on Properties button. 
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SStteepp  44::    
Select the radio button for Use the 
following IP address. Enter the IP 
Address and Subnet Mask as 
192.168.168.X and 255.255.255.0, 
where Xcan be any number from 2 
to 254, except for 1. In this example, 
we are using 192.168.168.160 as the 
static IP Address. 
 
 
 

 

 
 

SStteepp  55::    
Click on OK to close all windows. 

 

SStteepp  66::    
Next, in order to check if the IP address has been correctly assigned to your 
PC, go to Start menu, Accessories, select Command Prompt and type the 
command ipconfig/all.  
 

 
 
Your PC is now ready to communicate with your access point.  
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AAppppeennddiixx  IIIIII::  PPaanneell  VViieewwss  &&  DDeessccrriippttiioonnss  
 
 
 
Front View of AIRNET Outdoor Bridge  
 

 
 
 
Back View of AIRNET Outdoor Bridge 
 
 

 
 
 
 

Waterproof RJ45 Connector 
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Bottom View of AIRNET Outdoor Bridge’s Board 
 
 

 
 
 Name Description 
11 Reset Push button To reboot, press once. 

 
To reset password, press and hold the button for 5 
seconds. The DIAG light will flash fast for about 5 
flashes/sec before releasing the button. 
 
To restore the factory default settings, press and hold 
the button for more than 10 seconds. The DIAG light 
will flash slowly for about 10 flashes/sec before 
releasing the button. 
 

 
 
 
 
 

11 
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AAppppeennddiixx  IIVV::  VViirrttuuaall  AAPP  ((MMuullttii--SSSSIIDD))    
FFAAQQ  

 
 
Q1) What is mSSID? 
 
Multi-SSID (mSSID) as the name suggest, allows an access point (AP) with a 
single radio card to support more than one SSID. 
 
Q2) What can you do with mSSID connection? 
 
The application of mSSID is to provide better security with multiple network path 
connections from a single AP, to multiple VLAN network segments of the switch 
on the local area network. 
A network setup application is illustrated below. 
 

 
 
 
E.g. 
Virtual AP with SSID: VAP1, VLAN ID: 10, and WPA-PSK wireless security enabled 
will be channeled to Port 2 and Port 3 where the internetsharing router is 
connected. 
Virtual AP with SSID: VPA2, VLAN ID: 20, WPA-EAP enabled, and connected to a 
radius server, will be channeled to Port 5 and Port 6, which are connected to 
the firewall of the internal local area network. 
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Q3) Can I update my access point to this mSSID firmware? (See Appendix  V) 
 
Yes. You can retain your access point configuration when you update to the 
mSSID firmware if the current firmware running is v1.3x and above. 
If AP is running the following configuration setup, updating to the mSSID 
firmware will affect the configuration. 
 
If AP is running as PtP (Point-To-Point) or PtMP (Point-To-MultiPoint) mode. 
The reason it cannot retain the configuration is because mSSID uses a new PtP 
and PtMP connection setup method called: RootAP and Transparent Client. 
This method is compliant with IEEE 802.11h standard. 
 
Q4) Can I update to mSSID firmware but setup only one SSID connection? 
 
Yes, mSSID firmware operation is similar to previous single SSID firmware when 
setup with one SSID. 
If the existing AP is running v1.3x firmware, after updating to mSSID it will retain 
and continue to run the previous configuration. No reconfiguration is needed. 
 
Q5) I have a MAC Filtering table set from a previous firmware. Will updating to 
mSSID cause the MAC table to be lost? 
 
No, if your firmware is v1.3x and higher, updating to mSSID firmware will retain all 
entries in the MAC table. 
However, if you switch back from mSSID to the previous sSSID firmware, the 
MAC table will be lost. 
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Q6) I have Pseudo VLAN for Per Group enabled. Will updating to mSSID 
firmware still support wireless clients with MAC addresses listed in Per Group? 
 
The mSSID firmware replaces Pseudo VLAN and integrates it into VAP (Virtual 
AP) and MAC Filtering. 
Thus, Pseudo VLAN with its VLAN ID and MAC listing will be lost after updating to 
mSSID firmware. 
Refer to the user manual on how to create new VAP with VLAN ID and MAC 
Filtering. 
Similarly, Per Node (control to isolate wireless station in AP) being part of Pseudo 
VLAN will also be lost. 
This option can be enabled again with the option "Station Isolation" in VAP 
setup page. 
 
 
Q7) I have WDS setup in my network. Will mSSID still support this? 
 
WDS has the limitation that it can only support WEP security key. 
To support higher wireless security it is replaced with Repeater mode in mSSID 
firmware. 
Thus, updating to mSSID will disconnect the WDS links and connections with the 
rest of the APs. 
It is recommended to connect directly to each AP to update the firmware, 
then set to Repeater mode and configure it before updating the next AP. This 
way you can build back the connections. 
Refer to the user manual for more details instructions on the setup. 
Updating to the mSSID firmware is not necessary if you do not need the higher 
wireless security support. 
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Q8) I have 2 of the access point units installed at a site about 2km from each 
other running PtP modes. 
Should I update to mSSID firmware? Can I do it from one location to update the 
firmware like I do with the current single SSID firmware? 
 
The setup for PtP and PtMP for mSSID firmware is different the current sSSID 
firmware. 
After mSSID firmware starts up, the link between the 2 APs will be lost. 
The recommended method is to setup 2 similar model units in the office. Load 
the mSSID firmware and create the new PtP / PtMP configuration using the 
actual parameters of the 2 units on site that you will update. 
After testing the connection to be working in the office, backup the 
configuration file for each unit. 
Go to the first site to update the mSSID firmware and restore the configuration 
for the site, then go to the next site and do the same. 
When both APs are up again, the network at both sides should be connected 
with the new PtP setup. 
 
 
** Note: If existing PtP connection is running well, it is not necessary to update to 
the mSSID firmware. 
Unless you have the following concerns: 
Current firmware PtP is not compliant with IEEE 802.11h standard and the 
respective country authority requires it to be changed. 
Current firmware PtP wireless security only supports WEP key and you are very 
concerned about the vulnerability to being hacked. 
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